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About This Guide

This OmniSwitch AOS Release 6 Network Configuration Guide describes how to set up and monitor

the software features that allow your switch to operate in alive network environment. The software
features described in this manual are shipped standard with your OmniSwitch 6850E, Omni Switch 6855
Series, and OmniSwitch 9000E Series switches. These features are used when setting up your OmniSwitch
in anetwork of switches and routers.

Supported Platforms

The information in this guide applies to the following products:
e OmniSwitch 9000E Series (9700E and 9800E switches)

e OmniSwitch 6855 Series

®  OmniSwitch 6850E

Note. This OmniSwitch AOS Release 6 Network Configuration Guide covers Release 6.4.6, which is
supported on the OmniSwitch 6850E Series, OmniSwitch 6855 Series, and Omni Switch 9000E Series.

Unsupported Platforms

The information in this guide does not apply to the following products:
e OmniSwitch (origina version with no numeric model name)
®  OmniSwitch 6400 Series

e OmniSwitch 6450 Family

e OmniSwitch 6850

®  OmniSwitch 6600 Series

®  OmniSwitch 6800 Series

e OmniSwitch 7700/7800

®  OmniSwitch 8300

e OmniSwitch 9000

® Omni Switch/Router

e  OmniStack and OmniAccess
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Who Should Read this Manual?

The audience for this user guide is network administrators and I T support personnel who need to
configure, maintain, and monitor switches and routers in alive network. However, anyone wishing to gain
knowledge on how fundamental software features are implemented in the OmniSwitch 6850E Series,
Omni Switch 6855 Series, and OmniSwitch 9000E Series will benefit from the material in this configura-
tion guide.

When Should | Read this Manual?

Read this guide as soon as you are ready to integrate your OmniSwitch into your network and you are
ready to set up advanced routing protocols. Y ou should already be familiar with the basics of managing a
single OmniSwitch as described in the Omni Switch AOS Release 6 Switch Management Guide.

The topics and procedures in this manual assume an understanding of the OmniSwitch stacking, directory
structure, and basic switch administration commands and procedures. This manual will help you set up
your switches to communicate with other switches in the network. The topicsin this guide include
VLANS, authentication, and Quality of Service (QoS)—featuresthat are typically deployedin a
multi-switch environment.

What is in this Manual?

This configuration guide includes information about configuring the following features:
e VLANS, VLAN router ports, mobile ports, and VLAN rules.

e Basic Layer 2 functions, such as Ethernet port parameters, source learning, Spanning Tree, and
Alcatel-Lucent interswitch protocols (AMAP and GMAP).

e Advanced Layer 2 functions, such as 802.1Q tagging, Link Aggregation, and |P Multicast Switching.

e Basic routing protocols and functions, such as static I P routes, RIP, DHCP Relay, and Virtual Router
Redundancy Protocol (VRRP).

e Security features, such as switch access control, Authenticated VLANs (AVLANS), authentication
servers, and policy management.

e Quality of Service (QoS) and Access Control Lists (ACLSs) features, such as policy rulesfor
prioritizing and filtering traffic, and remapping packet headers.

e Diagnostic tools, such as RMON, port mirroring, and switch logging.

page -liv OmniSwitch AOS Release 6 Network Configuration Guide ~ November 2013



What is Not in this Manual?

The configuration procedures in this manual use Command Line Interface (CLI) commandsin all exam-
ples. CLI commands are text-based commands used to manage the switch through serial (console port)
connections or via Telnet sessions. Procedures for other switch management methods, such as web-based
(WebView or OmniVista) or SNMP, are outside the scope of this guide.

For information on WebView and SNMP switch management methods consult the Omni Switch AOS
Release 6 Switch Management Guide. Information on using WebView and OmniVista can be found in the
context-sensitive on-line help available with those network management applications.

This guide provides overview material on software features, how-to procedures, and application examples
that will enable you to begin configuring your OmniSwitch. It is not intended as a comprehensive
reference to al CLI commands available in the OmniSwitch. For such areference to all OmniSwitch AOS
Release 6 CLI commands, consult the OmniSwitch AOS Release 6 CLI Reference Guide.

How is the Information Organized?

Chaptersin this guide are broken down by software feature. The titles of each chapter include protocol or
features names (for example, 802.1Q) with which most network professionals will be familiar.

Each software feature chapter includes sections that will satisfy the information requirements of casual
readers, rushed readers, serious detail-oriented readers, advanced users, and beginning users.

Quick Information. Most chapters include a specifications table that lists RFCs and | EEE specifications
supported by the software feature. In addition, this table includes other pertinent information such as
minimum and maximum values and sub-feature support. Most chapters also include a defaults table that
lists the default values for important parameters along with the CL1 command used to configure the
parameter. Many chapters include a Quick Steps section, which is a procedure covering the basic steps
required to get a software feature up and running.

In-Depth Information. All chapters include overview sections on the software feature as well as on
selected topics of that software feature. Topical sections may often lead into procedure sections that
describe how to configure the feature just described. Serious readers and advanced users aso find the
many application examples, located near the end of chapters, helpful. Application examples include
diagrams of real networks and then provide solutions using the CLI to configure a particular feature, or
more than one feature, within the illustrated network.
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Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process. The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: Getting Started Guide
Release Notes

A hard-copy Getting Sarted Guide is included with your switch; this guide provides all the information
you need to get your switch up and running the first time. It provides information on unpacking the switch,
rack mounting the switch, installing NI modules, unlocking access control, setting the switch’s | P address,
and setting up a password. It also includes succinct overview information on fundamental aspects of the
switch, such as hardware LEDs, the software directory structure, CLI conventions, and web-based
management.

At thistime you should also familiarize yourself with the Release Notes that accompanied your switch.
This document includes important information on feature limitations that are not included in other user
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its hard-
ware and software. Information about switch hardware is provided in the Hardware Users Guide. This
guide provide specifications, illustrations, and descriptions of al hardware components, such as chassis,
power supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, and cooling
fans. It aso includes steps for common procedures, such as removing and installing switch components.

The Switch Management Guide is the primary users guide for the basic software features on asingle
switch. This guide contains information on the switch directory structure, basic file and directory utilities,
switch access security, SNMP, and web-based management. It is recommended that you read this guide
before connecting your switch to the network.

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: Network Configuration Guide
Advanced Routing Configuration Guide

When you are ready to connect your switch to the network, you will need to learn how the OmniSwitch
implements fundamental software features, such as 802.1Q, VLANS, Spanning Tree, and network routing
protocols. The Network Configuration Guide contains overview information, procedures, and examples on
how standard networking technologies are configured in the Omni Switch.

The Advanced Routing Configuration Guide includes configuration information for networks using
advanced routing technol ogies (OSPF and BGP) and multicast routing protocols (DVMRP and PIM-SM).
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Anytime

The OmniSwitch AOS Release 6 CLI Reference Guide contains comprehensive information on all CLI
commands supported by the switch. This guide includes syntax, default, usage, example, related CLI
command, and CLI-to-MIB variable mapping information for all CLI commands supported by the switch.

This guide can be consulted anytime during the configuration process to find detailed and specific
information on each CLI command.
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Related Documentation

The following are the titles and descriptions of all the related OmniSwitch AOS Release 6 user manuals:

Omni Switch 6850E Series Getting Sarted Guide

Describes the hardware and software procedures for getting an Omni Switch 6850E Series switch up
and running. Also provides information on fundamental aspects of OmniSwitch software and stacking
architecture.

Omni Switch 6855 Series Getting Started Guide

Describes the basic information you need to unpack and identify the components of your OmniSwitch
6855 shipment. Also provides information on theinitial configuration of the switch.

Omni Switch 9000E Series Getting Sarted Guide

Describes the hardware and software procedures for getting an Omni Switch 9000E Series switch up
and running. Also provides information on fundamental aspects of Omni Switch software architecture

Omni Switch 6850E Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 6850E Series chassis, power
supplies, and fans. Also includes comprehensive information on assembling and managing stacked
configurations.

Omni Switch 6855 Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 6855 Series chassis, power
supplies, and fans.

Omni Switch 9000E Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 9000E Series chassis, power
supplies, and fans.
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e OmniSwitch AOS Release 6 CLI Reference Guide

Complete referenceto al CLI commands supported on the Omni Switch 6855, Omni Switch 6850E, and
Omni Switch 9000E. Includes syntax definitions, default values, examples, usage guidelines and CLI1-
to-MIB variable mappings.

e OmniSwitch AOS Release 6 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topicsinclude
the software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

e OmniSwitch AOS Release 6 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Service (QoS), and link aggregation.

e OmniSwitch AOS Release 6 Advanced Routing Configuration Guide

Includes network configuration procedures and descriptive information on all the software features and
protocols included in the advanced routing software package. Chapters cover multicast routing
(DVMRP and PIM-SM), and OSPF.

e  OmniSwitch AOS Release 6 Transceivers Guide

Includes information on Small Form Factor Pluggable (SFPs) and 10 Gbps Small Form Factor
Pluggables (XFPs) transceivers.

e Technical Tips, Field Notices
Includes information published by Alcatel-Lucent’s Customer Support group.
* Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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User Manual CD

Some products are shipped with documentation included on a User Manual CD that accompanies the
switch. This CD also includes documentation for other Alcatel-L ucent data enterprise products.

All products are shipped with a Product Documentation Card that provides details for downloading
documentation for all OmniSwitch and other Alcatel-Lucent data enterprise products.

All documentation isin PDF format and requires the Adobe Acrobat Reader program for viewing.
Acrobat Reader freeware is available at www.adobe.com.

Note. In order to take advantage of the documentation CD’s global search feature, it is recommended that
you select the option for searching PDF files before downloading Acrobat Reader freeware.

To verify that you are using Acrobat Reader with the global search option, look for the following buttonin

the toolbar:

Note. When printing pages from the documentation PDFs, de-select Fit to Page if it is selected in your
print dialog. Otherwise pages may print with slightly smaller margins.

Technical Support

An Alcatel-Lucent service agreement brings your company the assurance of 7x24 no-excuses technical
support. You will also receive regular software updates to maintain and maximize your Alcatel-L ucent
product features and functionality and on-site hardware replacement through our global network of highly
qualified service delivery partners. Additionally, with 24-hour-a-day access to Alcatel-L ucent Service and
Support web page, you can view and update any case (open or closed) that you have reported to
Alcatel-Lucent’s technical support, open anew case or access helpful release notes, technical bulletins,
and manuals. For more information on Alcatel-Lucent’s Service Programs, see our web page at eser-
vice.ind.alcatel.com, call us at 1-800-995-2696, or email us at esd.support@alcatel-lucent.com.

Documentation Feedback

Alcatel-Lucent values comments on the quality and usefulness of the documentation. To send comments
on the Omni Switch documentation, use the following Email address:
feedback.osdocs@al catel -lucent.com.

For document identification, it is helpful to include the Document Title, Part Number, and Revision
(which can be found on the title page) with any comments.
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1 Configuring Ethernet Ports

The Ethernet software is responsible for avariety of functions that support Ethernet, Gigabit Ethernet, and
10 Gigabit Ethernet ports on OmniSwitch Series switches. These functions include diagnostics, software
loading, initialization, configuration of line parameters, gathering statistics, and responding to administra-
tive requests from SNMP or CLI.

In This Chapter

This chapter describes Ethernet port parameters of the OmniSwitch and how to configure them through the
Command Line Interface (CLI). CLI Commands are used in the configuration examples. For more details
about the syntax of commands, see the OmniSwitch AOS Release 6 CLI Reference Guide.

Configuration procedures described in this chapter include:

e “Setting Ethernet Parameters for All Port Types’ on page 1-9

“ Setting Ethernet Parameters for Non-Combo Ports’ on page 1-17

“ Setting Ethernet Combo Port Parameters’ on page 1-21

“Using TDR Cable Diagnostics’ on page 1-27

“Interfaces Violation Recovery” on page 1-29

“Link Monitoring” on page 1-34

“Link Fault Propagation” on page 1-36
¢ “Verifying Ethernet Port Configuration” on page 1-40

For information about CLI commands that can be used to view Ethernet port parameters, see the
OmniSwitch AOS Release 6 CLI Reference Guide.
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Ethernet Specifications

Configuring Ethernet Ports

Ethernet Specifications

|EEE Standards Supported

802.3 Carrier Sense Multiple Accesswith Collision Detection
(CSMA/CD)

802.3u (100BaseT X)

802.3ab (1000BaseT)

802.3z (1000Base-X)

802.3ae (10GBase-X)

Platforms Supported

Omni Switch 6850E, 6855, 9000E

Ports Supported

Ethernet (10 Mbps)

Fast Ethernet (100 Mbps)

Gigabit Ethernet (1 Gb/1000 Mbps)

10 Gigabit Ethernet (10 Gb/20000 Mbps)

Switching/Routing Support

Layer 2 Switching/Layer 3 Routing

Backbone Support

Fast Ethernet, Gigahit Ethernet, and 10 Gigabit Ethernet ports

Port Mirroring Support

Fast Ethernet and Gigabit Ethernet ports

802.1Q Hardware Tagging

Fast Ethernet, Gigabit Ethernet, and 10 Gigabit Ethernet ports

Jumbo Frame Configuration

Supported on Gigabit Ethernet and 10 Gigabit Ethernet ports

Maximum Frame Size

1553 bytes (10/100 M bps)
9216 bytes (1/10 Gbps)

Note. A port’s TX and RX must be active for the port to be considered operationally enabled.

Ethernet Port Defaults

The following table shows Ethernet port default values:

Parameter Description Command Default Value/Comments

Trap Port Link Messages trap port link Disabled

Interface Configuration interfaces admin Up (Enabled)

Flood Only Rate Limiting interfaces flood Enable

Multicast Rate Limiting interfaces flood multicast Disable

Peak Flood Rate Configuration  interfacesflood rate 4 Mbps (10 Ethernet)
49 Mbps (100 Fast Ethernet)
496 Mbps (1 Gigabit Ethernet)

997 Mbps (10 Gigabit Ethernet)

Interface Alias

interfaces alias None configured

Inter-Frame Gap

interfacesifg 12 bytes

Maximum Frame Size

interfaces max frame 1553 (untagged) Ethernet packets
1553 (tagged) Ethernet packets

9216 Gigahit Ethernet packets
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Configuring Ethernet Ports Non-Combo Port Defaults

Parameter Description Command Default Value/Comments

Digita Diagnostics Monitoring  interfaces transceiver Disabled
(DDM) ddm

Non-Combo Port Defaults

The following table shows non-combo port default values:

Parameter Description Command Default Value/Comments

Interface Line Speed interfaces speed Auto (copper ports)
100 Mbps (fiber ports)
1 Gbps (GNI ports)
10 Gbps (XNI ports)

Duplex Mode interfaces duplex Auto (copper ports)/Full (fiber,
GNI and XNI ports)
Autonegotiation interfaces autoneg Enable for all copper ports,
Disablefor all fiber ports
Flow Control (pause) interfaces pause Disabled

Combo Ethernet Port Defaults

The following table shows combo Ethernet port default values for OmniSwitch 6855 Series switches only:

Parameter Description Command Default Value/Comments

Preferred fiber interfaces hybrid Preferred fiber
preferred-fiber

Interface Line Speed interfaces hybrid speed  Auto

Duplex Mode interfaces hybrid duplex Auto

Autonegotiation interfaces hybrid Enable
autoneg

Crossover interfaces hybrid Auto for all copper ports
Crossover

Flow Control (pause) interfaces hybrid pause Disabled
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Ethernet Ports Overview

This chapter describes the Ethernet software CL1 commands used for configuring and monitoring your
switch’'s Ethernet port parameters. These commands allow you to handle administrative or port-related
reguests to and from SNMP, CLI, or WebView.

OmniSwitch Series Combo Ports

The OmniSwitch platforms mentioned above have ports that are shared between copper 10/100/1000 RJ-
45 connections and SFP connectors, which can accept any qualified SFP transceivers. These ports are
known as combo ports (&l so sometimes referred to as “hybrid” ports).

Y ou can use either the copper 10/100/1000 port or the equivalent SFP connector, for example, but not both
at the same time. By default, combo ports are set to preferred fiber, which means that the switch will use
the SFP connector instead of the equivalent copper RJ-45 port. However, if the SFP connector goes down,
the equivalent combo port will come up. This mode can be used if you want to use the SFP connector as
your main link while having a copper link as a backup.

For example, on the Omni Switch 6850E-24, ports 21-24 are combo ports. |f cables are connected to the
combo copper port 21 and the combo SFP port 21, the SFP link will be the active one. If the SFP link goes
down then the copper port will automatically become active. No user intervention is required.

Note. See “Vaid Port Settings on OmniSwitch 6850E Series Switches’ on page 1-5 and “Valid Port
Settings on OmniSwitch 6855 Series Switches” on page 1-5 for more information on combo ports. In addi-
tion, refer to the specific Hardware Users Guide for each type of switch.

See “ Setting Interface Line Speed for Combo Ports’ on page 1-21 for more information on configuring
combo ports.

Note: Settings for SFPs are dependent upon the type of transceiver being used. Refer to the Omni Switch
AOS Release 6 Transceivers Guide for information on supported SFPs.
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Valid Port Settings on OmniSwitch 6850E Series Switches

This table below lists valid speed, duplex, and autonegotiation settings for the different OmniSwitch
6850E Series port types.

Port Type User-Specified Port User-Specified Duplex | Auto Negotiation
Speed (M bps) Supported Supported?
Supported

Combo RJ-45/SFP RJ-45: auto/10/100/ RJ-45: auto/full/half RJ-45: Yes

1000 SFP: Dependent SFP: Dependent

SFP: Dependent

Non-combo RJ-45 auto/10/100/1000 auto/full/half Yes

Fiber XFP 10000 full No

Non-combo SFP Dependent Dependent Dependent

See the Omni Switch 6850E Series Hardware Users Guide for more information about the hardware and
port numbering for specific models.

Valid Port Settings on OmniSwitch 6855 Series Switches

This table below lists valid speed, duplex, and autonegotiation settings for the different Omni Switch 6855
Series port types.

Port Type User-Specified Port User-Specified Duplex Auto- .
Speed Subported Negotiation
(Mbps) PP Supported?
Supported

Combo RJ-45/SFP RJ-45: auto/10/100/ RJ-45: auto/full/half RJ-45: Yes

1000 SFP: Dependent SFP: Dependent

SFP: Dependent

Non-combo RJ-45 auto/10/100/1000 auto/full/half Yes

Non-combo SFP Dependent Dependent Dependent

Non-combo XFP 10000 full No

See the Omni Switch 6855 Series Hardware Users Guide for more information about the OmniSwitch
6855 hardware and port numbering for specific models.
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Configuring Ethernet Ports

Valid Port Settings on Chassis Based Switches
The table below lists valid speed, duplex, and autonegotiation settings for the different Omni Switch 9000E

Series port types.

Port Number/Type User-Specified Port User-Specified Duplex Auto o
Speed Suopor ted Negotiation
(Mbps) P Supported?
Supported

RJ-45 auto/10/100/1000 auto/full/half Yes

SFP Dependent Dependent Dependent

Mini RJ-21 ports auto/10/100/ auto/full/nalf Yes
1000

XFP 10000 full No

Fast Ethernet, Gigabit Ethernet, and 10 Gigabit Ethernet switching modules can be used as backbone links,
with Gigabit Ethernet and 10 Gigabit Ethernet modules offering additional support for high-speed servers.
All modules support 802.1Q hardware tagging for enhanced compatibility. And all Gigabit and 10 Gigabit
modules support jumbo frame configuration.

See the Omni Switch 9000E Series Hardware Users Guide for more information about the hardware and
port numbering for specific Nls.

10/100/1000 Crossover Supported

By default, automatic crossover between MDI/MDIX (Media Dependent Interface/Media Dependent Inter-
face with Crossover) mediais supported on all the Omni Switch ports. Therefore, either straight-through or
crossover cable can be used between two ports as long as autonegotiation is configured on both sides of

the link. See “ Configuring Autonegotiation” on page 1-19 for more information.
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Configuring Ethernet Ports Ethernet Ports Overview

Autonegotiation Guidelines
Note that alink will not be established on any copper Ethernet port if any one of the following is true:

e Theloca port advertises 100 Mbps full duplex and the remote link partner is forced to 100 Mbps full
duplex.

e Theloca port advertises 100 Mbps full duplex and the remote link partner is forced to 100 Mbps half
duplex.

e Theloca port advertises 10 Mbps full duplex and the remote link partner is forced to 10 Mbps full
duplex.

e Theloca port advertises 10 Mbps full duplex and the remote link partner isforced to 10 Mbps half
duplex.

Thisis due to the fact that when the local device is set to auto negotiating 10/100 full duplex it senses the
remote device is not auto negotiating. Therefore it resolves to Parallel Detect with Highest Common
Denominator (HCD), which is“10/100 Half” according to |EEE 802.3 Clause 28.2.3.1.

However, since the local deviceis set to auto negotiating at 10/100 full duplex it cannot form a 10/100
Mbps half duplex link in any of the above mentioned cases. One solution is to configure the local device
to autonegotiation, 10/100 Mbps, with auto or half duplex.
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Configuring Ethernet Ports

Flow Control and Autonegotiation

PAUSE frames are used to pause the flow of traffic between two connected devices when traffic conges-
tion occurs. Flow control provides the ability to configure whether or not the switch will transmit and/or
honor PAUSE frames on an active interface. This feature is supported on standalone Omni Switch 6855
switch interfaces configured to run in full-duplex mode. An OmniSwitch chassis-based switch or a stack
of switches will honor and process receive PAUSE frames but do not transmit any such frames.

In addition to configuring flow control settings, this feature also works in conjunction with autonegotia-
tion to determine operational transmit/receive settings for PAUSE frames between two switches. Note that
the operational settings, as shown in the following table, override the configured settings as long as auto-
negotiation and flow control are both enabled for the interface:

Configured Configured Configured Configured Operational | Operational
Local Tx L ocal Rx Remote Tx Remote Rx Local Tx L ocal Rx
No No No No No No
Yes Yes Yes Yes Yes Yes
Yes No Yes No No No
No Yes No Yes Yes Yes
No No No Yes No No
Yes Yes No No No No
Yes No Yes Yes No No
No Yes Yes No No Yes
No No Yes No No No
Yes Yes No Yes Yes Yes
Yes No No No No No
No Yes Yes Yes Yes Yes
No No Yes Yes No No
Yes Yes Yes No No No
Yes No No Yes Yes No
No Yes No No No No

If autonegotiation is disabled, the configured flow control settings are applied to the local interface. See
“Configuring Flow Control on Non-Combo Ports’ on page 1-19 and “ Configuring Flow Control on

Combo Ports” on page 1-25 for more information.
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Configuring Ethernet Ports Setting Ethernet Parameters for All Port Types

Setting Ethernet Parameters for All Port Types

The following sections describe how to configure Ethernet port parameters using CLI commands that can
be used on all port types. See “ Setting Ethernet Parameters for Non-Combo Ports” on page 1-17 for infor-
mation on configuring non-combo ports and see “ Setting Ethernet Combo Port Parameters’ on page 1-21
for more information on configuring combo ports.

Setting Trap Port Link Messages

Thetrap port link command can be used to enable or disable (the default) trap port link messages on a
specific port, arange of ports, or al ports on aswitch (slot). When enabled, atrap message will be
displayed on a Network Management Station (NM S) whenever the port state has changed.

Enabling Trap Port Link Messages

To enable trap port link messages on an entire switch, enter trap followed by the slot number and port
link enable. For example, to enable trap port link messages on all ports on slot 2, enter:

-> trap 2 port link enable

To enable trap port link messages on a single port, enter trap followed by the slot number, aslash (/), the
port number, and port link enable. For example, to enable trap port link messages on slot 2 port 3, enter:

-> trap 2/3 port link enable

To enable trap port link messages on a range of ports, enter trap followed by the slot number, a
dlash (/), the first port number, a hyphen (-), the last port number, and port link enable. For example, to
enable trap port link messages ports 3 through 5 on slot 2, enter:

-> trap 2/3-5 port link enable

Disabling Trap Port Link Messages

To disable trap port link messages on an entire switch, enter trap followed by the slot number and port
link disable. For example, to disable trap port link messages on all ports on slot 2, enter:

-> trap 2 port link disable

To disable trap port link messages on a single port, enter trap followed by the slot number, a slash (/), the
port number, and port link disable. For example, to disable trap port link messages on slot 2 port 3, enter:

-> trap 2/3 port link disable

To disable trap port link messages on arange of ports, enter trap followed by the slot number, a
dlash (/), the first port number, a hyphen (-), the last port number, and port link disable. For example, to
disable trap port link messages ports 3 through 5 on slot 2, enter:

-> trap 2/3-5 port link disable
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Resetting Statistics Counters

Theinterfaces no |2 statistics command is used to reset all Layer 2 statistics counters on a specific port, a
range of ports, or al ports on a switch (slot).

Toreset Layer 2 statistics on an entire slot, enter inter faces followed by the slot number and no 12
statistics. For example, to reset all Layer 2 statistics counters on slot 2, enter:

-> interfaces 2 no 12 statistics

Toreset Layer 2 statistics on a single port, enter inter faces followed by the slot number, aslash (/), the
port number, and no |12 statistics. For example, to reset all Layer 2 statistics counters on port 3 on slot 2,
enter:

-> interfaces 2/3 no 12 statistics

Toreset Layer 2 statistics on arange of ports, enter inter faces followed by the slot number, aslash (/), the
first port number, a hyphen (-), the last port number, and no |12 statistics. For example, to reset all Layer 2
statistics counters on ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 no 12 statistics

Theinterfaces no |2 statistics command also includes an optional cli parameter. When this parameter is
specified, only those statistics that are maintained by the switch CLI are cleared; SNMP values are not
cleared and continue to maintain cumulative totals. For example:

-> interfaces 2/1-3 no 12 statistics cli

When the cli parameter is not specified (the default), both CLI and SNMP statistics are cleared.

Note. The show interfaces, show interfaces accounting, and show interfaces counter s commands can
be used to display Layer 2 statistics (e.g., input and output errors, deferred frames received, unicast pack-
ets transmitted). For information on using these commands, see the OmniSwvitch AOS Release 6 CLI Refer-
ence Guide.

Enabling and Disabling Interfaces

Theinterfaces admin command is used to enable (the default) or disable a specific port, a range of ports,
or al ports on an entire switch (NI module).

To enable or disable an entire slot, enter interfaces followed by the slot number, admin, and the desired
administrative setting (either up or down). For example, to administratively disable slot 2, enter:

-> interfaces 2 admin down

To enable or disable asingle port, enter inter faces followed by the slot number, a slash (/), the port
number, admin, and the desired administrative setting (either up or down). For example, to administra-
tively disable port 3 on slot 2, enter:

-> interfaces 2/3 admin down

To enable or disable arange of ports, enter interfaces followed by the slot number, a slash (/), the first
port number, ahyphen (-), the last port number, admin, and the desired administrative setting (either up or
down). For example, to administratively disable ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 admin down
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Configuring Flood Rate Limiting

The following subsections describe how to apply a peak flood rate value to limit flooded traffic (see
“Flood Only Rate Limiting” on page 1-11), limit multicast traffic (see “Multicast Flood Rate Limiting” on
page 1-11), and configure the flood rate value for an entire switch (slot), a specific port, or arange of ports
(see “Configuring the Peak Flood Rate Value’ on page 1-12).

Flood Only Rate Limiting

The peak flood rate value is always applied to flooded traffic. However, it is also possible to apply this
value to limit the rate of multicast traffic on any given port (see “Multicast Flood Rate Limiting” on

page 1-11). Theinterfaces violation-recovery-trap command automatically disables any multicast flood
rate limiting on a port so that the peak flood rate is only applied to flooded traffic.

Note. Theinterfaces flood multicast command can also disable multicast flood rate limiting and is avail-
able on all the OmniSwitch Series switches.

To specify flood only rate limiting for a single port, enter inter faces followed by the slot number, a
dlash (/), the port number, and flood. For example, the following command applies flood only rate limit-
ing to port 2/3:

-> interfaces 2/3 flood

To specify flood only rate limiting for arange of ports, enter inter faces followed by the slot number, a
dlash (/), the first port number, a hyphen (-), the last port number, and flood. For example, the following
command applies flood only rate l[imiting to ports 3 through 4 on slot 2:

-> interfaces 2/3-4 flood

To configure the peak rate value used for flood only rate limiting, see “ Configuring the Peak Flood Rate
Value’ on page 1-12 for more information.

Multicast Flood Rate Limiting

The interfaces flood multicast command is used to enable or disable flood rate limiting for multicast traf-
fic onasingle port, arange of ports, or all ports on aswitch (slot). When multicast flood rate limiting is
enabled, the peak flood rate value for a port is applied to both multicast and flooded traffic.

By default, multicast flood rate limiting is disabled for a port. To apply the peak flood rate value to multi-
cast traffic on aslot, enter interfaces followed by the slot number and flood multicast. For example, to
enable the maximum flood rate for multicast traffic on slot 2, enter:

-> interfaces 2 flood multicast

To apply the peak flood rate value to multicast traffic on a single port, enter inter faces followed by the
slot number, a slash (/), the port number, and flood multicast. For example, to enable the maximum flood
rate for multicast traffic on port 3 on slot 2, enter:

-> interfaces 2/3 flood multicast

To apply the peak flood rate value to multicast traffic on arange of ports, enter inter faces followed by the
slot number, aslash (/), the first port number, a hyphen (-), the last port number, and flood multicast. For
example, to enable the maximum flood rate for multicast traffic on ports 3 through 4 on slot 2, enter:

-> interfaces 2/3-4 flood multicast
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Note. Enabling multicast flood rate limiting with the inter faces flood multicast command will limit IP
Multicast Switching (IPMS) and non-IPM S multicast traffic.

Configuring the Peak Flood Rate Value

A traffic storm occurs when packets flood the LAN, creating excessive traffic and degrading network
performance. The traffic storm control feature prevents LAN ports from being disrupted by a broadcast,
multicast, or unknown unicast traffic storms on a physical interfaces.

The following describes the AOS implementation of storm control:

Theinterfaces flood rate command configures a maximum ingress flood rate value and minimum
ingress low threshold value for an interface. This peak flood rate value is applied to flooded (unknown
unicast - destination MAC address is unknown, broadcast - destination MAC addressis
FF:FF:FF.FF.FF.FF and multicast traffic - Destination MAC address is multicast address) traffic.

The threshold types supported are - Mega bits per second, Packet per second, and % of the port speed.
Storm control threshold cannot be accurate as its hardware dependent.

It is possible to configure flood rate equal to the line speed. But it is recommended that you always
configure the flood rate less than the line speed.

The incoming traffic level is monitored and compared with the configured high (rate limit) and low
threshold values. This comparison is per port per traffic basis. This will be an average value for a span
of five seconds.

When the incoming traffic flow on a port exceeds the configured high threshold value, the storm hasto
be controlled. This can be done by either rate limiting the traffic or blocking the traffic on that port.
The traffic storm control continues to monitor the incoming traffic level even for the blocked/violated
port. When the traffic on the violated port reaches the configured low threshold value, the port state is
reset to normal state. If the low threshold is not configured, the port remainsin violated state.

By default, the following peak flood rate values are used for limiting the rate at which traffic is flooded
on aswitch port:

parameter default
Mbps (10 Ethernet) 4
Mbps (100 Fast Ethernet) 49
Mbps (Gigabit Ethernet) 496

Mbps (10 Gigabit Ethernet) 997

Note. The default value for low threshold is‘0’. This means, by default, auto recovery is not enabled. It
will be enabled only by configuring low threshold.
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To change the peak flood rate for broadcast traffic for an entire slot, enter inter faces followed by the slot
number, flood broadcast rate, and the flood rate in megabits. For example, to configure the peak flood
rate on slot 2 as 49 megabits, enter:

-> interfaces 2 flood broadcast rate mbps 49

To change the peak flood rate for al traffic types for asingle port, enter interfaces followed by the slot
number, a slash (/), the port number, flood all rate, and the flood rate in megabits. For example, to config-
ure the peak flood rate on port 3 on slot 2 as 49 megabits, enter:

-> interfaces 2/3 flood all rate mbps 49

To change the peak flood rate for all traffic types for arange of ports, enter inter faces followed by the slot
number, aslash (/), the first port number, a hyphen (-), the last port number, flood all rate, and the flood
rate in megabits. For example, to configure the peak flood rate on ports 1 through 3 on slot 2 as 49 mega-
bits, enter:

-> interfaces 2/1-3 flood all rate mbps 42

To change the peak flood rate and low threshold for all traffic types for an entire slot, enter inter faces
followed by the slot number, flood all rate, peak flood rate value and low-threshold value in megabits.
For example, to configure the peak flood rate on slot 2 with peak flood rate and low threshold values as 49
megabits and 40 megabits, enter:

-> interfaces 2 flood all rate mbps 49 low-threshold 40

Note.
e Configuring low threshold value on a port helpsin auto-recovery of port.

¢ The peak rate limit and low threshold (if) configured will have same threshold type [Mbps or PPS or
percentage].

e | ow threshold cannot be configured for unknown unicast traffic.

e The storm traffic is compared with high or low threshold for every five seconds. The traffic burst will
not be reflected. The traffic monitoring window is not user configurable.

¢ Thegloba interface violation recovery timer is not applicable for storm threshold violation.

To specify the type of traffic eligible for rate limiting, see “Flood Only Rate Limiting” on page 1-11 and
“Multicast Flood Rate Limiting” on page 1-11 for more information.

OmniSwitch AOS Release é Network Configuration Guide ~ November 2013 page 1-13



Setting Ethernet Parameters for All Port Types Configuring Ethernet Ports

Configuring Flood Action

When the incoming traffic flow of a port exceeds the configured high threshold value, the storm has to be
controlled. This can be done by either rate limiting the traffic or blocking the traffic on that port. The traf-
fic storm control continues to monitor the incoming traffic level even for the blocked/violated port. When
the traffic on the violated port reaches the configured low threshold value, the port stateis reset to normal
state. If the low threshold is not configured, incoming traffic level is not monitored.

Y ou can configure the violation mode to Shutdown, Trap, or Default when the ingress traffic exceeds the
configured threshold value. The following action is performed based on the configured rate limiting value:

L ower
Threshold Port Satus Auto Recovery
Configured

Configured
Flood Action

Shutdown Yes The port goesin to storm violated ~ When the ingress traffic reaches
state when the ingress traffic the configured low threshold, a
reaches the configured peak thresh- trap is generated and the port
old value, and atrap isgenerated. = comes back to normal state.

Trap Yes When theingresstraffic reachesthe N/A
configured peak threshold value,
storm is controlled by rate limiting
and the port remainsin normal
state.
A trap is generated when traffic
reaches peak and low threshold
value.

Default Yes Stormiscontrolled by rate limiting, N/A
and the port remainsin normal
state.

To configure the flood action as shutdown on port 3 on slot 2, enter:
-> interfaces 2/3 flood broadcast action shutdown
To configure the flood action as trap on port 1 on slot 1, enter:
-> interfaces 1/1 flood broadcast action trap
To configure the flood action as default on port 1 on slot 2, enter:

-> interfaces 2/1 flood broadcast action default
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Configuring a Port Alias

Theinterfaces alias command is used to configure an alias (i.e., description) for asingle port. (Y ou
cannot configure an entire switch or arange of ports.) To use this command, enter inter faces followed by
the slot number, a slash (/), the port number, alias, and the text description, which can be up to 40 charac-
terslong.

For example, to configure an adias of “ip_phonel” for port 3 on slot 2 enter:

-> interfaces 2/3 alias ip_ phonel

Note. Spaces must be contained within quotes (e.g., “IP Phone 1").

Configuring Maximum Frame Sizes

The interfaces max frame command can be used to configure the maximum frame size (in bytes) on a
specific port, arange of ports, or al ports on a switch. Maximum values for this command range from
1518 bytes (Ethernet packets) for Ethernet or Fast Ethernet ports to 9216 bytes (Gigabit Ethernet packets)
for Gigabit Ethernet ports.

To configure the maximum frame size on an entire slot, enter inter faces followed by the slot number,
max frame, and the frame size in bytes. For example, to set the maximum frame size on slot 2 to 9216
bytes, enter:

-> interfaces 2 max frame 9216

To configure the maximum frame size on asingle port, enter interfaces followed by the slot nhumber, a
dlash (/), the port number, max frame, and the frame size in bytes. For example, to set the maximum
frame size on port 3 on slot 2 to 9216 bytes, enter:

-> interfaces 2/3 max frame 9216

To configure the maximum frame size on arange of ports, enter interfaces followed by the slot number, a
dlash (/), the first port number, a hyphen (-), thelast port number, max frame, and the frame size in bytes.
For example, to set the maximum frame size on ports 1 through 3 on slot 2 to 9216 bytes, enter:

-> interfaces 2/1-3 max frame 9216

Configuring Digital Diagnostic Monitoring (DDM)

Digital Diagnostics Monitoring allows the switch to monitor the status of atransceiver by reading the
information contained on the transceiver's EEPROM. The transceiver can display Actual, Warning-Low,
Warning-High, Alarm-Low and Alarm-High for the following:

e Temperature
e Supply Voltage
e Current

e Qutput Power

* |nput Power
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To enable the DDM capability on the switch use the interfaces transceiver ddm command. For example,
enter:

-> interfaces transceiver ddm enable

Traps can be enabled if any of these above values crosses the pre-defined low or high thresholds of the
transceiver. For example, to set the maximum frame size on port 3 on slot 2 to 9216 bytes, enter:

-> interfaces transceiver ddm trap enable

Note. In order to take advantage of the DDM capability, the transceiver must support the DDM functional-
ity. Not all transceivers support DDM, refer to the Transceivers Guide for additional DDM information.
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Setting Ethernet Parameters for Non-Combo
Ports

The following sections describe how to use CLI commands to configure non-combo ports. (See the tables
in“Valid Port Settings on OmniSwitch 6850E Series Switches’ on page 1-5, “Valid Port Settings on
OmniSwitch 6855 Series Switches’ on page 1-5, and “Valid Port Settings on Chassis Based Switches” on
page 1-6 for more information.)

Setting Interface Line Speed

Theinterfaces speed command is used to set the line speed on a specific port, arange of ports, or all ports
on an entire switch (slot) to one of the following parameter values:

e 10 (10 Mbps Ethernet)

e 100 (100 Mbps Fast Ethernet)

e 1000 (1000 Mbps Gigabit Ethernet)

e 10000 (10000 Mbps Gigabit Ethernet)

e auto (auto-sensing, which is the default)—The auto setting automatically detects and matches the line
speed of the attached device.

Note that available settings for the inter faces speed command depend on the available line speeds of your
hardware interface. See “Valid Port Settings on OmniSwitch 6850E Series Switches’ on page 1-5, “Valid
Port Settings on OmniSwitch 6855 Series Switches” on page 1-5, or “Valid Port Settings on Chassis
Based Switches’ on page 1-6 for more information.

In order to set up a speed and duplex on a port, autonegotiation should be disabled.
-> interfaces 2 autoneg disable

To set the line speed on an entire switch, enter interfaces followed by the slot number and the desired
speed. For example, to set slot 2 to 100 Mbps, enter:

-> interfaces 2 speed 100

To set the line speed on a single port, enter interfaces followed by the slot number, a slash (/), the port
number, and the desired speed. For example, to set the line speed on slot 2 port 3 at 100 Mbps, enter:

-> interfaces 2/3 speed 100

To set the line speed on arange of ports, enter interfaces followed by the slot number, aslash (/), thefirst
port number, a hyphen (-), the last port number, and the desired speed. For example, to set the line speed
on ports 1 through 3 on slot 2 at 100 Mbps, enter:

-> interfaces 2/1-3 speed 100
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Configuring Duplex Mode

The interfaces duplex command is used to configure the duplex mode on a specific port, arange of ports,
or al ports on aswitch (slot) to full (full duplex mode, which isthe default on fiber ports), half (half
duplex mode), and auto (autonegotiation, which is the default on copper ports). (The Auto option causes
the switch to advertise al available duplex modes (half/full/both) for the port during autonegotiation.) In
full duplex mode, the interface transmits and receives data simultaneously. In half duplex mode, the inter-
face can only transmit or receive data at a given time.

Note. The Auto option sets both the duplex mode and line speed settings to autonegotiation.

In order to set up a speed and duplex on a port autonegotiation should be disabled.
-> interfaces 2 autoneg disable

To configure the duplex mode on an entire slot, enter inter faces followed by the slot number, duplex, and
the desired duplex setting (auto, full, or half). For example, to set the duplex mode on slot 2 to full, enter:

-> interfaces 2 duplex full

To configure the duplex mode on a single port, enter inter faces followed by the slot number, a slash (/),
the port number, duplex, and the desired duplex setting (auto, full, or half). For example, to set the duplex
mode on port 3 on slot 2 to full, enter:

-> interfaces 2/3 duplex full

To configure the duplex mode on arange of ports, enter interfaces followed by the slot number, a slash (/
), the first port number, a hyphen (-), the last port number, duplex, and the desired duplex setting (auto,
full, or half). For example, to set the duplex mode on ports 1 through 3 on slot 2 to full, enter:

-> interfaces 2/1-3 duplex full

Configuring Inter-frame Gap Values

Inter-frame gap is a measure of the minimum idle time between the end of one frame transmission and the
beginning of another. By default, the inter-frame gap is 12 bytes. The inter faces ifg command can be used
to configure the inter-frame gap value (in bytes) on a specific port, arange of ports, or all ports on aswitch
(slot). Values for this command range from 9 to 12 bytes.

Note. Thiscommand is only valid on Gigabit ports.

To configure the inter-frame gap on an entire slot, enter inter faces, followed by the slot number, ifg, and
the desired inter-frame gap value. For example, to set the inter-frame gap value on slot 2 to 10 bytes, enter:

-> interfaces 2 ifg 10

To configure the inter-frame gap on asingle port, enter interfaces, followed by the slot number, a slash (/
), the port number, ifg, and the desired inter-frame gap value. For example, to set the inter-frame gap value
on port 20 on slot 2 to 10 bytes, enter:

-> interfaces 2/20 ifg 10
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To configure the inter-frame gap on arange of ports, enter inter faces, followed by the slot number, aslash
(), the first port number, ahyphen (-), the last port number, ifg, and the desired inter-frame gap value. For
example, to set the inter-frame gap value on ports 20 through 22 on slot 2 to 10 bytes, enter:

-> interfaces 2/20-22 ifg 10

Note. Since the inter faces ifg command is only supported on Gigabit interfaces, only the gigaether net
keyword should be used.

Configuring Autonegotiation
The following subsections describe how to enable and disable autonegotiation (see “ Enabling and
Disabling Autonegotiation” on page 1-19)

Enabling and Disabling Autonegotiation

By default, autonegotiation is enabled. To enable or disable autonegotiation on a single port, a range of
ports, or an entire slot, use the inter faces autoneg command. (See “ Configuring Flow Control on Non-
Combo Ports” on page 1-19 and “ Setting Ethernet Combo Port Parameters’ on page 1-21 for more infor-
mation).

To enable or disable autonegotiation on an entire switch, enter interfaces, followed by the slot number,
autoneg, and either enable or disable. For example, to enable autonegotiation on slot 2, enter:

-> interfaces 2 autoneg enable

To enable or disable autonegotiation on a single port, enter inter faces, followed by the slot number, a
slash (/), the port number, autoneg, and either enable or disable. For example, to enable autonegotiation
on port 3 on ot 2, enter:

-> interfaces 2/3 autoneg enable

To enable or disable autonegotiation on arange of ports, enter interfaces, followed by the slot number, a
dlash (/), the first port number, a hyphen (-), the last port number, autoneg, and either enable or disable.
For example, to enable autonegotiation on ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 autoneg enable

Note. Please refer to “ Autonegotiation Guidelines” on page 1-7 for guidelines on configuring autonegotia-
tion.

Configuring Flow Control on Non-Combo Ports

The interfaces pause command is used to configure end-to-end (E2E) flow control (pause) settings for
non-combo ports that run in full duplex mode. Configuring flow control is done to specify whether or not
an interface will transmit, honor, or both transmit and honor PAUSE frames. PAUSE frames are used to
temporarily pause the flow of traffic between two connected devices to help prevent packet loss when traf-
fic congestion occurs between switches.

Using the interfaces pause command alone is sufficient to configure E2E flow control on an OmniSwitch
6855 running in standalone mode. However, if aswitch is a48-port switch running in standalone mode,
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then aflow control VLAN isrequired in addition to enabling flow control. Thistype of VLAN is config-
ured using the inter faces e2e-flow-vlan command.

Although E2E flow control is only supported on standalone OmniSwitch 6855 switches, it is possible to
configure a stack of switches or a chassis-based switch to honor PAUSE frames only. Thisis aso done
with the interfaces pause command.

Note that if autonegotiation and flow control are both enabled for an interface, then autonegotiation deter-
mines how the interface will process PAUSE frames. See “Flow Control and Autonegotiation” on

page 1-8 for more information. If autonegotiation is disabled but flow control is enabled, then the config-
ured flow control settings apply.

By default, flow control is disabled. To configure flow control for one or more ports, use the interfaces
pause command with one of the following parameters to specify how PAUSE frames are processed:

e tx—Transmit PAUSE framesto peer switches when traffic congestion occurs on the local interface. Do
not honor PAUSE frames from peer switches.

e rx—Allow the interface to honor PAUSE frames from peer switches and temporarily stop sending traf-
fic to the peer. Do not transmit PAUSE frames to peer switches.

e tx-and-rx—Transmit and honor PAUSE frames when traffic congestion occurs between peer switches.

For example, the following command configures ports 1/1 through 1/10 to transmit and honor PAUSE
frames:

-> interfaces 1/1-10 pause tx-and-rx

To disable flow control for one or more ports, specify the disable parameter with the interfaces pause
command. For example:

-> interfaces 1/10 pause disable

If the interfaces pause command is used to configure E2E flow control on a 48-port standalone unit, then
configuring aflow control VLAN is aso required. For example, the following command configures
VLAN 700 as aflow control VLAN:

-> interfaces e2e-flow-vlan 700

Note that the VLAN specified with the above command must already exist in the switch configuration. In
addition, flow control VLANS are not configurable using standard VLAN management commands.

Thereisonly one flow control VLAN configured per switch. To remove this type of VLAN, use the no
form of the interfaces e2e-flow-vlan command. Note that specifying aVLAN ID is not necessary. For
example, the following command removes the flow control VLAN from the switch configuration:

-> interfaced no e2e-flow-vlan

For more information about the inter faces pause and inter faces e2e-flow-vlan command syntax, see the
“Ethernet Port Commands” chapter in the OmniSwitch AOS Release 6 CLI Reference Guide.
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Setting Ethernet Combo Port Parameters

The following sections describe how to use CLI commands to configure combo ports on an Omni Switch.

Note. The commands used in this section are examples, please refer to page 1-5 for the combo port
numbering.

Setting Interface Line Speed for Combo Ports

Theinterfaces hybrid speed command is used to set the line speed on a specific combo port, arange of
combo ports, or al combo ports on an entire switch (slot) to one of the following parameter values:

e 10 (10 Mbps Ethernet)

e 100 (100 Mbps Fast Ethernet)

e 1000 (1000 Mbps Gigabit Ethernet, which is the default for combo SFP connectors)
e 10000 (10000 Mbps Gigabit Ethernet, which is the default for 10 Gigabhit ports)

® auto (auto-sensing, which is the default for combo 10/100/1000 ports)—The auto setting automati-
cally detects and matches the line speed of the attached device.

Available settings for the interfaces hybrid speed command depend on the available line speeds of your
hardware interface. See “Valid Port Settings on OmniSwitch 6850E Series Switches’ on page 1-5 and
“Valid Port Settings on OmniSwitch 6855 Series Switches’ on page 1-5 for more information.

Note. In the interfaces hybrid speed command, the copper keyword is used to configure the copper RJ-
45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connectors.

To set the line speed for all combo ports on an entire switch, enter inter faces, followed by the slot
number, hybrid, either fiber or copper, and the desired speed. For example, to set all combo copper ports
on slot 2 to 100 Mbps, enter:

-> interfaces 2 hybrid copper speed 100

Note. using the interfaces hybrid speed command to set all combo ports on a switch, will not affect the
configurations of the non-combo ports.

To set the line speed on a single combo port, enter inter faces, followed by the slot number, aslash (/), the
combo port number, hybrid, either fiber or copper, and the desired speed. For example, to set the line
speed on slot 2 combo copper RJ-45 port 23 to 100 Mbps, enter:

-> interfaces 2/23 hybrid copper speed 100

To set the line speed on arange of combo ports, enter inter faces, followed by the slot number, a slash (/),
the first combo port number, a hyphen (-), the last combo port number, hybrid, either fiber or copper,
and
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the desired speed. For example, to set the line speed on combo copper ports 21 through 24 on slot 2 to 100
Mbps, enter:

-> interfaces 2/21-24 hybrid copper speed 100

Configuring Duplex Mode for Combo Ports

Theinterfaces hybrid duplex command is used to configure the duplex mode on a specific combo port, a
range of combo ports, or all combo ports on aswitch (slot) to full (full duplex mode, which is the default
for 100 Mbps fiber SFP, 1 Gbps fiber SFP, and 1 Gbps XFP ports), half (half duplex mode), auto (auto-
negotiation, which is the default for copper RJ-45 ports). (The Auto option sets both the duplex mode and
line speed settings to autonegotiation.) In full duplex mode, the interface transmits and receives data
simultaneously. In half duplex mode, the interface can only transmit or receive data at a given time.
(Available settings for this command depend on the available line speeds of your hardware interface. See
“Valid Port Settings on OmniSwitch 6850E Series Switches’ on page 1-5 and “Valid Port Settings on
OmniSwitch 6855 Series Switches’ on page 1-5 for more information.)

Note. In the interfaces hybrid duplex command the copper keyword is used to configure the copper RJ-
45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

To configure the duplex mode on an entire slot, enter interfaces, followed by the slot number, hybrid,
either fiber or copper, duplex, and the desired duplex setting (auto, full, or half). For example, to set the
duplex mode on al fiber combo ports on slot 2 to full, enter:

-> interfaces 2 hybrid fiber duplex full

Note. using the interfaces hybrid duplex command to set all combo ports on a switch, will not affect the
configurations of the non-combo ports.

To configure the duplex mode on a single combo port, enter inter faces, followed by the slot number, a
slash (/), the combo port number, hybrid, either fiber or copper, duplex, and the desired duplex setting
(auto, full, or half). For example, to set the duplex mode on the fiber combo port 23 on slot 2 to full,
enter:

-> interfaces 2/23 hybrid fiber duplex full

To configure the duplex mode on arange of combo ports, enter interfaces, followed by the slot number, a
dlash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, either fiber or
copper, duplex, and the desired duplex setting (auto, full, or half). For example, to set the duplex mode
on fiber combo ports 21 through 24 on slot 2 to full, enter:

-> interfaces 2/21-24 hybrid fiber duplex full
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Configuring Autonegotiation and Crossover for Combo Ports

The following subsections describe how to enable and disable autonegotiation (see “ Enabling and
Disabling Autonegotiation for Combo Ports’ on page 1-23) and configure crossover settings (see “ Config-
uring Crossover Settings for Combo Ports’” on page 1-24) on combo ports.

Enabling and Disabling Autonegotiation for Combo Ports

By default, autonegotiation is enabled. To enable or disable autonegotiation on a single combo port, a
range of combo ports, or all combo ports on an entire switch (slot), use the interfaces hybrid autoneg
command. (See “ Configuring Crossover Settings for Combo Ports’” on page 1-24 for more information).

Note. In the interfaces hybrid autoneg command, the copper keyword is used to configure the copper
RJ-45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

To enable or disable autonegotiation on all combo ports in an entire switch, enter interfaces, followed by
the slot number, hybrid, either fiber or copper, autoneg, and either enable or disable. For example, to
enable autonegotiation on al copper combo ports on slot 2, enter:

-> interfaces 2 hybrid copper autoneg enable

Note. using the interface hybrid autoneg command to set all combo ports on a switch will not affect the
configurations of the non-combo ports.

To enable or disable autonegotiation on a single combo port, enter interfaces, followed by the slot
number, a slash (/), the combo port number, hybrid, either fiber or copper, autoneg, and either enable or
disable. For example, to enable autonegotiation on copper combo port 23 on slot 2, enter:

-> interfaces 2/23 hybrid copper autoneg enable

To enable or disable autonegotiation on arange of combo ports, enter inter faces, followed by the slot
number, a slash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, either
fiber or copper, autoneg, and either enable or disable. For example, to enable autonegotiation on copper
combo ports 21 through 24 on slot 2, enter:

-> interfaces 2/21-24 hybrid copper autoneg enable

As an option, you can document the interface type by entering ethernet, fastether net, or gigaether net
before the slot number. For example, to enable autonegotiation on copper combo port 23 on slot 2 and
document the combo port as Gigabit Ethernet, enter:

-> interfaces gigaethernet 2/23 hybrid copper autoneg enable

Note. Please refer to “ Autonegotiation Guidelines’” on page 1-7 for guidelines on configuring autonegotia-
tion.
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Configuring Crossover Settings for Combo Ports

To configure crossover settings on a single combo port, a range of combo ports, or all combo portsin an
entire switch (slot), use theinterfaces hybrid crossover command. If autonegotiation is disabled, auto
MDIX, auto speed, and auto duplex are not accepted.

Note. In the interfaces hybrid crossover command, the copper keyword is used to configure the copper
RJ-45 10/100/1000 port.

Setting the crossover configuration to auto will configure the interface or interfaces to automatically
detect crossover settings. Setting crossover configuration to mdix will configure the interface or interfaces
for MDIX (Media Dependent Interface with Crossover), which is the standard for hubs and switches.
Setting crossover to mdi will configure the interface or interfaces for MDI (Media Dependent Interface),
which is the standard for end stations.

To configure crossover settings for all combo ports on an entire switch, enter interfaces, followed by the
slot number, hybrid, copper, crossover, and the desired setting. For example, to set the crossover config-
uration to auto on for all copper combo ports slot 2, enter:

-> interfaces 2 hybrid copper crossover auto

Note. using the interface hybrid crossover command to set all combo ports on a switch will not affect the
configurations of the non-combo ports.

To configure crossover settings on a single combo port, enter inter faces, followed by the slot number, a
dlash (/), the combo port number, hybrid, copper, crossover, and the desired setting. For example, to set
the crossover configuration to auto on copper combo port 23 on slot 2, enter:

-> interfaces 2/23 hybrid copper crossover auto

To configure crossover settings on arange of combo ports, enter inter faces, followed by the slot number,
aslash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, copper, cross-
over, and the desired setting. For example, to set the crossover configuration to auto on copper combo
ports 21 through 24 on slot 2, enter:

-> interfaces 2/21-24 hybrid copper crossover auto
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Configuring Flow Control on Combo Ports

Theinterfaces hybrid pause command is used to configure flow control (pause) settings for combo ports
that run in full duplex mode. Configuring flow control is done to specify whether or not an interface will
transmit, honor, or both transmit and honor PAUSE frames. PAUSE frames are used to temporarily pause
the flow of traffic between two connected devices to help prevent packet loss when traffic congestion
occurs between switches.

Using the interfaces hybrid pause command alone is sufficient to configure E2E flow control on an
Omni Switch 6855 running in standalone mode. However, if aswitch is a48-port switch running in standa-
lone mode, then a flow control VLAN isrequired in addition to enabling flow control. Thistype of VLAN
is configured using the inter faces e2e-flow-vlan command.

Although E2E flow control is only supported on standalone OmniSwitch 6855 switches, it is possible to
configure a stack of switches or a chassis-based switch to honor PAUSE frames only. Thisis aso done
with the interfaces pause command.

Note that if autonegotiation and flow control are both enabled for an interface, then autonegotiation deter-
mines how the interface will process PAUSE frames. See “Flow Control and Autonegotiation” on

page 1-8 for more information. If autonegotiation is disabled but flow control is enabled, then the config-
ured flow control settings apply.

By default, flow control is disabled. To configure flow control for one or more ports, use the interfaces
hybrid pause command with one of the following parameters to specify how PAUSE frames are
processed:

e tx—Transmit PAUSE framesto peer switches when traffic congestion occurs on the local interface. Do
not honor PAUSE frames from peer switches.

e rx—Allow theinterface to honor PAUSE frames from peer switches and temporarily stop sending traf-
fic to the peer. Do not transmit PAUSE frames to peer switches.

e tx-and-rx—Transmit and honor PAUSE frames when traffic congestion occurs between peer switches.

Note. In the interfaces hybrid pause command, the copper keyword is used to configure the copper RJF-
45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

For example, the following command configures port 1/23 to transmit and honor PAUSE frames:

-> interfaces 1/23 hybrid fiber pause tx-and-rx
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To disable flow contral, use the disable parameter with the inter faces hybrid pause command.
For example:

-> interfaces 1/23 hybrid fiber pause disable

If the interfaces hybrid pause command is used to configure E2E flow control on a 48-port standalone
unit, then configuring aflow control VLAN is aso required. For example, the following command config-
ures VLAN 700 as aflow control VLAN:

-> interfaces e2e-flow-vlan 700

The VLAN specified with the above command must already exist in the switch configuration. In addition,
flow control VLANSs are not configurable using standard VLAN management commands.

Thereisonly one flow control VLAN configured per switch. To remove this type of VLAN, use the no
form of the interfaces e2e-flow-vlan command. Note that specifying aVLAN ID is not necessary. For
example, the following command removes the flow control VLAN from the switch configuration:

-> interfaced no e2e-flow-vlan

For more information about the inter faces hybrid pause and interfaces e2e-flow-vlan command syntax,
see the “ Ethernet Port Commands’ chapter in the OmniSwitch AOS Release 6 CLI Reference Guide.
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Using TDR Cable Diagnostics

Time Domain Reflectometry (TDR) is afeature that is used to detect cable faults. Thisfeature is best
deployed in networks where service providers and system administrators want to quickly diagnose the
state of a cable during outages, before proceeding with further diagnosis.

When aTDR test isinitiated, asignal is sent down a cable to determine the distance to a break or other
discontinuity in the cable path. The length of time it takes for the signa to reach the break and return is
used to estimate the distance to the discontinuity.

Initiating a TDR Cable Diagnostics Test
Consider the following guidelines before initiating a TDR test:
e Only onetest can run at any given time, and there is no way to stop atest once it has started.

e The TDR test runs an “out-of-service” test; other data and protocol traffic on the port is interrupted
when the test is active.

¢ TDRissupported only on copper ports and not on fiber or stacking ports.
¢ TDRisnot supported on Link aggregate ports.
e EachtimeaTDR testisrun, statistics from atest previously run on the same port are cleared.

A TDRtest isinitiated using the interfaces tdr-test-start CLI command For example, the following
command starts the test on port 2/1:

-> interfaces 2/1 tdr-test-start

Displaying TDR Test Results
The show interfacestdr-statistics command is used to display TDR test statistics. For example:

-> show interfaces 1/3 tdr-statistics
Legend: Pair 1 - green and white

Pair 2 - orange and white
Pair 3 - brown and white
Pair 4 - blue and white

Slot/ No of Cable Fuzzy Pairl Pairl Pair2 Pair2 Pair3 Pair3 Pair4 Pair4 Test

port pairs State Length State Length State Length State Length State Length Result
————— e i et e e e
1/3 4 ok 0 ok 3 ok 3 ok 3 ok 3 success

The following cable states are indicated in the show interfaces tdr-statistics command output:

e OK—Wireisworking properly

e Open:—Wireisbroken

e Short—Pairs of wire arein contact with each other

e Crosstalk—Signal transmitted on one pair of wire creates an undesired effect in another wire.

¢ Unknown:—Cable diagnostic test unable to find the state of a cable.
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Clearing TDR Test Statistics

Theinterfaces no tdr-statistics command is used to clear the statistics of the last test performed on the
port. Thereis no global statistics clear command. For example, the following command clears the TDR
statistics on port 2/1.:

-> interfaces 2/1 no tdr-statistics

TDR statistics from a previous test are also cleared when a new test starts on the same port.
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Interfaces Violation Recovery

The OmniSwitch allows features to shutdown an interface when a violation occurs on that interface. To
support this functionality, the following interfaces violation recovery mechanisms are provided:

e Manual recovery of adowned interface using the interfaces clear -violation-all command.

e An automatic recovery timer that indicates how much time a port remains shut down before the switch
automatically brings the port back up (see “ Configuring the Violation Recovery Time” on page 1-31).

e A maximum number of recovery attempts setting that specifies how many recoveries can occur before
aport is permanently shutdown (see “ Configuring the Violation Recovery Time” on page 1-31).

e A wait-to-restore timer that indicates the amount of time the switch waits to notify features that the
port is back up (see “Configuring the Wait-to-Restore Timer” on page 1-32).

e An SNMP trap that is generated each time an interface is shutdown by afeature. This can occur even
when the interface is already shutdown by another feature. The trap also indicates the reason for the
violation.

e An SNMPtrap that is generated when a port is recovered. The trap also includes information about
how the port was recovered. Enabling or disabling this type of trap is allowed using the interfaces
violation-recovery-trap command.

Violation Shutdown and Recovery Methods
A port can be shutdown with one of the following methods, depending on the feature.

Filtering — The port is blocked by applying filtering to discard all packets sent or received on the port.
With this method the link LED of the port remains ON. A port in this state can be recovered using the
following methods:

e Using theinterfaces clear-violation-all command to manually clear the violation.

e Automatic recovery when the interface recovery timer expires.

e Using theinterfaces admin command to administratively disable and enable the interface.
¢ Disconnecting and reconnecting the interface link.

e A link down and link up event.

Administratively — A port is administratively disabled. With this method the LED does not remain ON. A
port in this state can be recovered using only the following methods:

e Using theinterfaces clear-violation-all command to manually clear the violation.
e Automatic recovery when the interface recovery timer expires.
e Using theinterfaces admin command to administratively disable and enable the interface.

Disconnecting/reconnecting the interface link or alink down/up event will not recover a port that was
administratively disabled.
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Interface Violation Exceptions

An interface violation is not applied to an interface when any of the following scenarios occur:

Interaction With Other Features

Aninterfaceis already in a permanent shutdown state. In this case, the only method for recovery isto

use the interface clear -violation-all command.

Aninterfaceis aready shutdown by another feature.

An interface is not operationally up.

The table below lists the features that use the interfaces violation recovery mechanisms, along with the
violation reason and shutdown type.

Feature Reason Code Shutdown Type
BPDU Shutdown STP Discard

User Port Shutdown QO0s Discard
Policy rule - port disable QOS Discard

LPS LPSD Discard

LPS LPS-S Admin-Down
uUbLD uUbLD Admin-Down
NetSec NetSec Admin-Down
NI NISup Admin-Down
LLDP Rouge Detection LLDP Discard

Link Monitoring LinkMon Admin-Down
Link Fault Propagation LFP Admin-Down
Remote Fault Propagation RFP Admin-Down

page
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Configuring Interface Violation Recovery

The following sections provide information about how to configure parameter values that apply to the
interfaces violation recovery mechanisms.

Configuring the Violation Recovery Time

The violation recovery time specifies the amount of time the switch waits before automatically recovering
aport that was shut down due to a violation. When the recovery timer expires, the interface is operation-
aly re-enabled and the violation on the interface is cleared.

Consider the following when configuring the violation recover time:

¢ Thetimer value does not apply to interfaces that are in a permanent shutdown state. A port in this state
isonly recoverable using the inter faces clear-violation-all command.

¢ Theinterface violation recovery mechanism is not supported on link aggregates, but is supported on
the link aggregate member ports.

Theinterfaces violation-recovery-time command is used to configure the automatic recovery time value,
which is configurable on a per-port or global basis. For example, the following commands set the viola-
tion recovery time to 600 seconds at the global level and to 200 seconds for port 2/1:

-> interfaces violation-recovery-time 600
-> interfaces 2/1 violation-recovery-time 200

The violation recovery time value configured for a specific interface overrides the global value config-
ured for all switch interfaces. To set the port-level value back to the global value, use the default parame-
ter with the inter faces violation-r ecover y-time command. For example, the following command sets the
violation recovery time for port 2/1 back to the global value of 600:

-> interfaces 2/1 violation-recovery-time default

To disable the violation recovery timer mechanism, set the recovery time to zero. For example:

-> interfaces violation-recovery-time 0
-> interfaces 2/1 violation-recovery-time 0

Configuring the Violation Recovery Maximum Attempts

The violation recovery maximum setting specifies the maximum number of recovery attempts allowed
before a port is permanently shut down. This value increments by one whenever an interface recovers
from aviolation using the automatic recovery timer mechanism. When the number of recovery attempts
exceeds this configured threshold, the interface is permanently shut down. The only way to recover a
permanently shut down interface is to use the inter faces clear-violation-all command.

The recovery mechanism tracks the number of recoveries within afixed time window (FTW). The FTW =
2* maximum recovery number * recovery timer. For example, if the maximum number of recovery
attemptsis set to 4 and the recovery timer is set to 5, the FTW is 40 seconds (2 * 4 * 5=40).

The interfaces violation-recovery-maximum command is used to configure the maximum number of
recovery attempts. Thisvalue is configurable on a per-port or global basis. For example, the following
commands set the number of attemptsto 3 at the global level and to 5 for port 2/1:

-> interfaces violation-recovery-maximum 3
-> interfaces 2/1 violation-recovery-maximum 5
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The maximum recovery attempts value configured for a specific interface overrides the global value
configured for al switch interfaces. To set the port-level value back to the global value, use the default
parameter with the inter faces violation-r ecovery-maximum command. For example, the following
command sets the number of recovery attempts for port 2/1 back to the global value of 3:

-> interfaces 2/1 violation-recovery-maximum default

To disable the violation recovery maximum attempts mechanism, set the number of attempts to zero. For
example:

-> interfaces violation-recovery-maximum 0
-> interfaces 2/1 violation-recovery-maximum O

Configuring the Wait-to-Restore Timer

The wait-to-restore (WTR) timer is used to implement a delay before an interface is made operational for
other features. Only after the timer has expired will the interface become active allowing network proto-
cols to converge more gracefully. The timer value is configured on a per-port basis and is started when-
ever one of the following link-up events occurs:

¢ Aninterfaceis administratively downed followed by administratively up.

e Theinterfaces clear-violation-all command is used.

¢ An interface recovers from aviolation due to the automatic recovery timer mechanism.
¢ Aninterface is made operationally up when the cableis plugged in.

Consider the following when configuring the wait-to-restore timer:

¢ |f the interface goes down again while the WTR timer is still running, the WTR timer is stopped.
Otherwise, the interface is recovered after the time expires.

e The WTR timer functionality has no impact on link-error or link-flap detection; these features are
configurable even when the WTR timer is disabled.

¢ Thetimer value can be modified when the WTR timer is running; however, the new timer value does
not take effect until after the current running timer expires.

e The WTR timer isreset on every link up event that is detected.
e The WTR timer is stopped on detection of every link down event.
¢ When the WTR timer is running, the interface is physically up but the link status is down.

The interfaces wait-to-r estore command is used to configure the WTR timer value, in multiples of 5. For
example, the following commands set the WTR timer value to 300 seconds:

-> interfaces wait-to-restore 300
To disable the WTR timer mechanism, set the timer value to zero. For example:

-> interfaces wait-to-restore 0

By default, the WTR time is disabled.
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Verifying the Interfaces Violation Recovery Configuration

Use the following show commands to verify the violation recovery configuration:

show interfaces port Displays the administrative status, link status, violations, recovery
time, maximum recovery attempts and the value of the wait-to-restore
timer.

show interfaces violation- Displays the globally configured recovery time, SNMP recovery trap

recovery enable/disable status and maximum recovery attempts.

For more information about the resulting displays from these commands, see the OmniSwnitch AOS
Release 6 CLI Reference Guide.
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Link Monitoring

The Link Monitoring feature is used to monitor interface status to minimize the network protocol re-
convergence that can occur when an interface becomes unstable. To track the stability of an interface, this
feature monitorslink errors and link flaps during a configured timeframe. If the number of errors or link
flaps exceeds configured thresholds during this time frame, the interface is shut down.

There are no explicit Link Monitoring commands to recover a port from a Link Monitoring shutdown;
such ports are subject to the interfaces violation recovery mechanisms configured for the switch. See
“Interfaces Violation Recovery” on page 1-29 for more information.

Monitoring Interface Errors

When physical errors occur on an interface, control and data traffic is dropped causing unnecessary re-
convergence for the network protocol running on the interface. The Link Monitoring feature monitors the
physical errors such as CRC, lost frames, error frames and alignment errors. When a configurable number
of errorsis detected within the duration of alink monitoring window, the interface is shut down.

To configure the number of errors allowed before the port is shut down, use the interfaces link-monitor -
ing link-error-threshold command. For example:

-> interfaces 1/1 link-monitoring link-error-threshold 50

In this example, the port is shutdown if the number of link errors exceeds the threshold value of 50 during
the link monitoring window timeframe.

Monitoring Interface Flapping

When physical connectivity errors occur on an interface, the interface becomes unstable and causes unnec-
essary re-convergence for the network protocols running on the interface. The Link Monitoring feature
monitors these interface flaps and shuts down the interface when excessive flapping is detected.

¢ The shutdown action is a physical port shutdown (the PHY and LED are down).

e Whenever an interface comes up and it is not an administrative action (admin-up), the link flap counter
isincremented.

Theinterfaces link-monitoring link-flap-threshold command is used to configure the number of flaps
allowed before the interface is shutdown. For example:

-> interfaces 1/1 link-monitoring link-flap-threshold 5

In this example, the port is shutdown if the number of link flaps exceeds the threshold value of five during
the link monitoring window timeframe.
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Monitoring Window

The Link Monitoring window is a per-port configurable timer that is started whenever link-monitoring is
enabled on a port. During this time frame interface receive errors and interface flaps are counted. If either
of the values exceeds the configured thresholds the interface is shut down.

¢ Thetimer value can be modified even when the Link Monitoring timer is running and the new value of
timer will take effect after the current running timer expires.

¢ Thethreshold valuesfor link errors and link flaps can also be modified when link-monitoring timer is
running; if the new threshold value is less than the current link-flap or link-error counter value, then the
interface will be shutdown immediately.

The interfaces link-monitoring time-window command is used to configure the monitoring window
timer. For example:

-> interfaces 1/1 link-monitoring time-window 500

In this example, link monitoring will monitor port 1/1 for 500 seconds.

Starting a Link Monitoring Session

The Link Monitoring window timer is started when the feature is enabled on an interface using the
interfaces link-monitoring admin-status command. For example:

-> interfaces 1/1 link-monitoring admin-status enable

All the statistics (link errors and link flaps) for a port are reset to zero when Link Monitoring is enabled on
that port.

Stopping a Link Monitoring Session
The Link Monitoring window timer is stopped when one of the following occurs:

¢ Theinterfaceslink-monitoring admin-status command is used to disable the feature on the port. For
example:

-> interfaces 1/1 link-monitoring admin-status enable
* The port is shutdown by any feature, such as Link Monitoring, UDLD, or Link Fault Propagation.

e The port is permanently shut down by an interfaces violation recovery mechanism. Refer to “ Inter-
faces Violation Recovery” on page 1-29 for more information.
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Displaying Link Monitoring Information

Use the following show commands to display Link Monitoring statistics and configuration information:

show interfaces link- Displays Link Monitoring statistics, such as the link flap and error

monitoring statistics counts and the port state (shutdown, down, up).

show interfaces link- Displays the Link Monitoring configuration, such as the monitoring

monitoring config status, monitoring window time, and the link flap and error thresholds.

show interfaces port Displays the administrative status, link status, violations, recovery
time, maximum recovery attempts and the value of the wait-to-restore
timer.

For more information about the resulting displays from these commands, see the Omni Switch AOS Release
6 CLI Reference Guide.

Link Fault Propagation

The Link Fault Propagation (L FP) feature provides a mechanism to propagate aloca interface failureinto
another local interface. In many scenarios, a set of ports provide connectivity to the network. If al these
ports go down, the connectivity to the network is lost. However, the remote end remains unaware of this
loss of connectivity and continues to send traffic that is unable to reach the network. To solve this prob-
lem, LFP does the following:

e Monitors agroup of interfaces (configured as source ports).

e |f all the source ports in the group go down, LFP waits a configured amount of time then shuts down
another set of interfaces (configured as destination ports) that are associated with the same group.

¢ \When any one of the source ports comes back up, all of the destination ports are brought back up and
network connectivity is restored.

The LFP source and destination ports can be physical or link aggregation ports. If the destination port isa
link aggregation port the shutdown consists of shutting down all members of the link aggregation group
(physically down). However, the link aggregation group remains administratively enabled.
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Interaction With Interfaces Violation Recovery

The interfaces clear -violation-all command will clear the LFP violations and mark the interfaces as
up even if the violation condition still exists.

An admin down followed by an admin up will clear the LFP violation and mark the interfaces as up
even if the violation condition still exists.

When the destination port is alink aggregate, the shutdown action does not shutdown the link aggrega-
tion. Instead, al the ports that are members of the link aggregation at the time of the violation are shut-
down.

A link aggregate port remains in aviolation state even if the port leaves the link aggregate.

If aport that is not amember of alink aggregate at the time a violation occurred is added to alink
aggregate, the switch will not shut down the port.

SNMP traps cannot be configured for LFP. The interface violation recovery mechanism will be respon-
sible for sending traps when a port is shutdown or recovered by LFP.

If the wait-to-restore (WTR) timer is configured on the source ports of a LFP group with link monitor-
ing enabled, the state of the destination ports of the group will be determined by the link state of the
ports after the WTR timer has expired.

See “Interfaces Violation Recovery” on page 1-29 for more information.
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Configuring Link Fault Propagation
Configuring LFP requires the following steps:

1 Createan LFP group. Thistype of group identifies the source ports to monitor and the destination
ports to bring down when all of the source ports go down. To create an LFP group, use the link-fault-
propagation group command. For example:

-> link-fault-propagation group 1

2 Associate source portswith the LFP group. To associate source ports to an L FP group, use the link-
fault-propagation group sour ce command. For example:

-> link-fault-propagation group 1 source port 1/2-5 2/3

3 Associate destination portswith the LFP group. To associate destination ports with an LFP group,
use the link-fault-propagation group destination command. For example:

-> link-fault-propagation group 1 destination port 1/5-8 2/3

4 Configurethe LFP wait-to-shutdown timer. This timer specifies the amount of time that L FP will
wait before shutting down all the destination ports. To configure this timer value, use the link-fault-prop-
agation group wait-to-shutdown command. For example:

-> link-fault-propagation group 3 wait-to-shutdown 70

Note. Optional. To verify the LFP configuration, use the show link-fault-propagation group command.
For example:

-> show link-fault-propagation group
Group Id : 2

Source Port (s) : 0/1-2 1/1-5 1/7,
Destination Port (s) : 0/3 1/10-13,
Group-Src-Ports Status : up,

Admin Status : enable,

Wait To Shutdown : 10

Group Id : 6

Source Port (s) :1/2 1/6 1/9,
Destination Port (s) . 1/10-11 1/13,
Group-Src-Ports Status : down,

Admin Status : disable,

Wait To Shutdown : 5

-> show link-fault-propagation group 2
Group Id : 2

Source Port (s) : 0/1-2 1/1-5 1/7,
Destination Port (s) : 0/3 1/10-13,
Group-Src-Ports Status : up,

Admin Status : enable,

Wait To Shutdown : 10

See the Omni Switch AOS Release 6 CLI Reference Guide for more information about L FP commands.
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LFP Application Example: Dual-Home Link

This section provides an example of using LFP in a Dual-Home Link (DHL) configuration, as shownin
the following sample DHL topology:

0s-1

2/1

1/1 31
DHL

Access LACP 1

0S-2
Link Fault Propagation - Application Example
In this DHL example:

e Wheninterfaces 2/1 and 3/1 on OS-1 are down, the access switch will keep interface 1/1 as active and
traffic will still be forwarded to OS-1 even though it has no network connectivity.

e Toalow DHL to switch to the standby interface, LACP 1 on OS-1 would need to be disabled so that
interface 1/1 on the access switch leaves leave the LACP group.

-> link-fault-propagation group 1 source port 2/1 3/1 destination linkagg 1

For more information, see “Configuring Dual-Home Links” on page 11-1
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Verifying Ethernet Port Configuration

To display information about Ethernet port configuration settings, use the show commands listed in the

following table:

show interfaces flow control

Displays interface flow control wait time settings in nanoseconds.

show interfaces pause

Displays the flow control pause configuration for switch interfaces.

show interfaces e2e-flow-vlan

Displays the flow control VLAN configuration for the switch.

show interfaces

Displays general interface information, such as hardware, MAC
address, input and output errors.

show interfaces accounting

Displays interface accounting information.

show interfaces counters

Displays interface counters information.

show interfaces counters
errors

Displays interface error frame information for Ethernet and Fast
Ethernet ports.

show interfaces collisions

Displays collision statistics information for Ethernet and Fast Ethernet
ports.

show interfaces status

Displays line status information.

show interfaces port

Displays port status information.

show interfacesifg

Displays inter-frame gap values.

show interfacesflood rate

Displays peak flood rate settings.

show interfacestraffic

Displays interface traffic statistics.

show interfaces capability

Displays autonegotiation, flow, speed, duplex, and crossover settings.

show interfaces hybrid

Displays general interface information (e.g., hardware, MAC address,
input errors, output errors) for combo ports.

show interfaces hybrid status

Displays line status information for combo ports.

show interfaces hybrid pause

Displays the flow control pause configuration for combo ports.

show interfaces hybrid
capability

Displays autonegotiation, flow, speed, duplex, and crossover settings
for combo ports.

show interfaces hybrid
accounting

Displays interface accounting information (e.g., packets received/trans-
mitted, deferred frames received) for combo ports.

show interfaces hybrid
counters

Displays interface counters information (e.g., unicast, broadcast, multi-
cast packets received/transmitted) for combo ports.

show interfaces hybrid
counterserrors

Displays interface error frame information (e.g., CRC errors, transit
errors, receive errors) for combo ports.

show interfaces hybrid
collisions

Displays interface collision information (e.g., number of collisions,
number of retries) for combo ports.

show interfaces hybrid traffic

Displaysinterface traffic statistics for combo ports.

show interfaces hybrid port

Displays interface port status (up or down) for combo ports.

show interfaces hybrid flood
rate

Displays interface peak flood rate settings for combo ports.

show interfaces hybrid ifg

Displays interface inter-frame gap values for combo ports.
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These commands can be quite useful in troubleshooting and resolving potential configuration issues or
problems on your switch. For more information about the resulting displays from these commands, see the
OmniSwitch AOS Release 6 CLI Reference Guide.
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2 Configuring UDLD

UniDirectional Link Detection (UDLD) is aprotocol for detecting and disabling unidirectional Ethernet
fiber or copper links caused by mis-wiring of fiber strands, interface malfunctions, media converter faults,
and so on. The UDLD operates at Layer 2 in conjunction with |EEE 802.3's existing Layer 1 fault
detection mechanisms.

UDLD isalightweight protocol that can be used to detect and disable one-way connections before they
create dangerous situations such as Spanning Tree loops or other protocol malfunctions. The protocol is
mainly used to advertise theidentities of all the UDL D-capable devices attached to the same LAN
segment and to collect the information received on the ports of each device to determine whether the Layer
2 communication is functioning properly. All connected devices must support UDLD for the

protocol to successfully identify and disable unidirectional links. When UDLD detects a unidirectional
link, the protocol administratively shuts down the affected port and generates atrap to aert the user.

In This Chapter

This chapter describes how to configure UDLD parameters through the Command Line Interface (CL1).
CLI commands are used in the configuration examples; for more details about the syntax of commands,
see the Omni Switch AOS Release 6 CLI Reference Guide.

Configuration procedures described in this chapter include the following:
e Configuring UDLD on page 2-6.

e Configuring the operational mode on page 2-7.

e Configuring the probe-message advertisement timer on page 2-7.

e Configuring the echo-based detection timer on page 2-8.

e Clearing UDLD statistics on page 2-8.

® Recovering a port from UDLD shutdown on page 2-8.

e Verifying the UDLD Configuration on page 2-9.
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UDLD Specifications

RFCs supported Not applicable at thistime

|EEE Standards supported Not applicable at thistime
Platforms Supported Omni Switch 6850E, 6855, 9000E
Probe-message advertisement timer 710 90 in seconds

Echo-based detection timer 410 15 in seconds

Maximum neighbors per UDLD port 32

Maximum number of UDLD ports per system 128

UDLD Defaults

Parameter Description Command Default
UDLD administrative state udld Disabled
UDLD status of aport udld port Disabled
UDLD operational mode udld mode Normal
Probe-message advertisement timer  udld probe-timer 15 seconds
Echo-based detection timer udld echo-wait-timer 8 seconds
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Quick Steps for Configuring UDLD

1 Toenablethe UDLD protocol on a switch, use the udld command. For example:
-> udld enable

2 Toenablethe UDLD protocol on a port, use the udld port command by entering udld port, followed
by the slot and port number, and enable. For example:

-> udld port 1/6 enable

3 Configure the operational mode of UDLD by entering udld port, followed by the slot and port
number, made, and the operational mode. For example:

-> udld port 1/6 mode aggressive

4 Configure the probe-message advertisement timer on port 6 of slot 1 as 17 seconds using the following
command:

-> udld port 1/6 probe-timer 17

Note. Optional. Verify the UDLD globa configuration by entering the show udld configuration
command or verify the UDLD configuration on a port by entering the show udld configuration port
command. For example:

-> show udld configuration
Global UDLD Status : Disabled

-> show udld configuration port 1/6
Global UDLD Status: enabled

Port UDLD Status: enabled

Port UDLD State: bidirectional

UDLD Op-Mode: normal

Probe Timer (Sec): 20,

Echo-Wait Timer (Sec): 10

To verify the UDLD dtatistics of a port, use the show udld statistics port command. For example:

-> show udld statistics port 1/42
UDLD Port Statistics

Hello Packet Send : 8,
Echo Packet Send : 8,
Flush Packet Recvd :0
UDLD Neighbor Statistics
Neighbor ID Hello Pkts Recv Echo Pkts Recv
______________ o o o o e e
1 8 15
2 8 15
3 8 21
4 8 14
5 8 15
6 8 20
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UDLD Overview

UDLD isaLayer 2 protocol used to examine the physical configuration connected through fiber-optic or
twisted-pair Ethernet cables. UDLD detects and administratively shuts down the affected port, and alerts
the user when a unidirectional link exists. Unidirectional links can create hazardous situations such as
Spanning-Tree topology loops caused, for instance, by unwiring of fiber strands, interface malfunctions,
media converter’s faults, and so on.

The UDLD featureis supported on the following port types:
o Copper ports

e Fiber ports

UDLD Operational Mode

UDLD supports two modes of operation: normal and aggressive modes. UDLD works with the Layer 1
mechanisms to determine the physical status of alink. A unidirectional link occurs whenever the traffic
sent by alocal device isreceived by its neighbor; but the traffic from the neighbor is not received by the
local device.

Normal Mode

In this mode, the protocol depends on explicit information instead of implicit information. If the protocol
is unableto retrieve any explicit information, the port is not put in the shutdown state; instead, it is marked
as Undetermined. The port is put in the shutdown state only when it is explicitly determined that the link is
defective when it is determined on the basis of UDLD-PDU processing that link has become unidirec-
tional. In any such state transition, atrap is raised.

Aggressive Mode

In this mode, UDLD checks whether the connections are correct and the traffic is flowing bidirectionally
between the respective neighbors. The loss of communication with the neighbor is considered an event to
put the port in shutdown state. Thus, if the UDLD PDUSs are not received before the expiry of atimer, the
port is put in the UDL D-shutdown state. Since the lack of information is not always due to a defective
link, this mode is optional and is recommended only for point-to-point links.

UDLD shuts down the affected interface when one of these problems occurs:
e On fiber-optic or twisted-pair links, one of the interfaces cannot send or receive traffic.
¢ On fiber-optic or twisted-pair links, one of the interfaces is down while the other is up.

* One of thefiber strands in the cable is disconnected.
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Mechanisms to Detect Unidirectional Links

The UDLD protocol isimplemented to correct certain assumptions made by other protocols, and to help
the Spanning Tree Protocol to function properly to avoid the creation of dangerous Layer 2 loops.

UDLD uses two basic mechanisms:

¢ |t advertises the identity of a port and learns about its neighbors. This information about the neighbors
ismaintained in a cache table.

¢ |t sends continuous echo messages in certain circumstances that require fast notifications or fast re-
synchronization of the cached information.

Neighbor database maintenance

UDLD learns about other UDLD neighbors by periodically sending a Hello packet (also called an adver-
tisement or probe) on every active interface to inform each device about its neighbors.

When the switch receives a Hello message, the switch caches the information until the age time expires. If
the switch receives a new Hello message before the aging of an older cache entry, the switch replaces the
older entry with the new one.

Whenever an interface is disabled and UDLD isrunning, or UDLD is disabled on an interface, or the
switch isreset, UDLD clears all the existing cache entries for the interfaces that are affected by the config-
uration change. UDL D sends a message to the neighbors to flush the part of their caches affected by the
status change. The message is intended to synchronize the caches.

Echo detection

UDLD depends on an echo-detection mechanism. UDLD restarts the detection window on its side of the

connection and sends echo messages in response to the request, whenever a UDLD device learns about a
new neighbor or receives are-synchronization request from an out-of-sync neighbor. This behavior is the
same on al UDLD neighbors because the sender of the echoes expects to receive an echo as a response.

If the detection window ends and no valid response is received, the link will be shut down, depending on
the UDLD mode. When UDLD isin normal mode, the link is considered to be undetermined and will not
be shut down. When UDLD isin aggressive mode, the link is considered to be unidirectional, and the
interface is shut down.

In norma mode, if UDLD isin the advertisement or in the detection phase and al the neighbor cache
entries are aged out, UDLD restarts the link-up sequence to re-synchronize with potentially out-of-sync
neighbors.

In aggressive mode, if UDLD isin the advertisement or in the detection phase and all the neighbors of a
port are aged out, UDLD restarts the link-up sequence to re-synchronize with potentially out-of-sync
neighbors. UDLD shuts down the port, after the continuous messages, if the link state is undetermined.

OmniSwitch AOS Release é Network Configuration Guide ~ November 2013 page 2-5



Configuring UDLD Configuring UDLD

Configuring UDLD

This section describes how to use Command Line Interface (CLI) commands to do the following:

¢ Enable and disable UDLD on aswitch or port (see “Enabling and Disabling UDLD” on page 2-6).

e Configure the operational mode (see “ Configuring the Operational Mode” on page 2-7).

e Configure the probe-message advertisement timer (see “ Configuring the Probe-Timer” on page 2-7).
e Configure the echo-based detection timer (see “ Configuring the Echo-Wait-Timer” on page 2-8).

e Clear the UDLD statistics on a switch or port (see“Clearing UDLD Statistics’ on page 2-8).

¢ Recover aport from UDLD shutdown (see ““Recovering aPort from UDLD Shutdown” on page 2-8).

Note. Seethe“UDLD Commands’ chapter in the OmniSwitch AOS Release 6 CLI Reference Guide for
complete documentation of UDLD CLI commands.

Enabling and Disabling UDLD

By default, UDLD isdisabled on al switch ports. To enable UDLD on a switch, use the udld command.
For example, the following command enables UDLD on a switch:

-> udld enable

To disable UDLD on aswitch, use the udld command with the disable parameter. For example, the
following command disables UDLD on a switch:

-> udld disable

Enabling UDLD on a Port

By default, UDLD isdisabled on al switch ports. To enable UDLD on aport, use the udld port
command. For example, the following command enables UDLD on port 3 of slot 1:

-> udld port 1/3 enable
To enable UDLD on multiple ports, specify arange of ports. For example:
-> udld port 1/6-10 enable

To disable UDLD on aport, use the udld port command with the disable parameter. For example, the
following command disables UDLD on arange of ports:

-> udld port 5/21-24 disable
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Configuring the Operational Mode
To configure the operational mode, use the udld mode command as shown:
-> udld mode aggressive
For example, to configure the mode for port 4 on slot 2, enter:
-> udld port 2/4 mode aggressive
To configure the mode for multiple ports, specify arange of ports. For example:

-> udld port 2/7-18 mode normal

Note. The Norma mode is the default operational mode of UDLD.

Configuring the Probe-Timer
To configure the probe-message advertisement timer, use the udld probe-timer command as shown:
-> udld probe-timer 20
For example, to configure the probe-timer for port 3 on slot 6, enter:
-> udld port 6/3 probe-timer 18
To configure the probe-timer for multiple ports, specify arange of ports. For example:
-> udld port 1/8-21 probe-timer 18

Use the no form of this command to reset the timer. For example, the following command resets the timer
for port 4 of slot 6:

-> no udld port 6/4 probe-timer
The following command resets the timer for multiple ports:
-> no udld port 1/8-21 probe-timer

Note that when atimer isreset, the default value of 15 secondsis set.
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Configuring the Echo-Wait-Timer
To configure the echo-based detection timer, use the udld echo-wait-timer command as shown:
-> udld echo-wait-timer 9
For example, to configure the echo-wait-timer for port 5 on slot 6, enter:
-> udld port 6/5 echo-wait-timer 12
To configure the echo-wait-timer for multiple ports, specify arange of ports. For example:
-> udld port 1/8-21 echo-wait-timer 9

Use the no form of this command to reset the timer. For example, the following command resets the timer
for port 6 of slot 4:

-> no udld port 4/6 echo-wait-timer
The following command resets the timer for multiple ports:
-> no udld port 1/8-21 echo-wait-timer

Note that when atimer isreset, the default value of 8 secondsis set.

Clearing UDLD Statistics

To clear the UDLD dtatistics, use the clear udld statistics port command. For example, to clear the statis-
ticsfor port 4 on slot 1, enter:

-> clear udld statistics port 1/4
To clear the UDLD statistics on al the ports, enter:

-> clear udld statistics

Recovering a Port from UDLD Shutdown

To bring aport out of the shutdown state, use the inter faces clear -violation-all command. For example, to
bring port 5 on slot 1 out of the shutdown state, enter:

-> interfaces 1/5 clear-violation-all
To bring multiple ports out of the shutdown state, enter:

-> interfaces 5/5-10 clear-violation-all
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Verifying the UDLD Configuration

To display UDLD configuration and statistics information, use the show commands listed below:

show udld configuration Displays the global status of UDLD configuration.

show udld configuration port Displays the configuration information for all UDLD ports or for
aparticular UDLD port on the switch.

show udld statistics port Displaysthe UDLD statistics for a specific port.

show udld neighbor port Displays the UDLD neighbor ports.

show udld status port Displaysthe UDLD status for all ports or for a specific port.

For more information about the resulting display from these commands, see the OmniSwitch AOS Release
6 CLI Reference Guide. An example of the output for the show udld configuration port and show udld
statistics port commandsis also given in “Quick Steps for Configuring UDLD” on page 2-3.
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3 Managing Source
Learning

Transparent bridging relies on a process referred to as source learning to handle traffic flow. Network
devices communicate by sending and receiving data packets that each contain a source MAC address and a
destination MAC address. When packets are received on switch network interface (NI) module ports,
source learning examines each packet and compares the source MAC address to entriesin a MAC address
database table. If the table does not contain an entry for the source address, then anew record is created
associating the address with the port it was learned on. If an entry for the source address already existsin
the table, a new oneis not created.

Packets are also filtered to determine if the source and destination address are on the same LAN segment.
If the destination address is not found in the MAC address table, then the packet is forwarded to al other
switches that are connected to the same LAN. If the MAC address table does contain a matching entry for
the destination address, then there is no need to forward the packet to the rest of the network.

In This Chapter

This chapter describes how to manage source learning entries in the switch MAC address table (often
referred to as the forwarding or filtering database) through the Command Line Interface (CLI). CLI
commands are used in the configuration examples; for more details about the syntax of commands, see the
OmniSwitch AOS Release 6 CLI Reference Guide.

Configuration procedures described in this chapter include:

e “Using Static MAC Addresses” on page 3-5.

“Using Static Multicast MAC Addresses’ on page 3-7.

“Configuring MAC Address Table Aging Time” on page 3-9.
e “Configuring the Source Learning Status’” on page 3-10.

® “Increasing the MAC Address Table Size” on page 3-11.

e “Displaying Source Learning Information” on page 3-12.
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Source Learning Specifications

The functionality described in this chapter is supported on the OmniSwitch unless otherwise stated in the
following Specifications table or specifically noted within any section of this chapter.

RFCs supported 2674—Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering and
Virtual LAN Extensions

|EEE Standards supported 802.1Q—Virtual Bridged Local Area Networks
802.1D—Media Access Control Bridges

Maximum number of learned MAC addresses when OmniSwitch 9000E = 32K/chassis

synchronized MAC source learning mode is enabled OmniSwitch 6850E = 32K /stack in OS6850E mode
Omni Switch 6855 = 16K/standal one switch
OmniSwitch 6855-U24X = 32K/standal one switch

Maximum number of learned MAC addresses when 16K per module; up to 64K per chassis.
distributed MAC source learning mode is enabled.

Note: Distributed MAC source learning modeis not

supported on Omni Switch 6855.

M aximum number of static L2 multicast MAC Omni Switch 6855 = 1024/standal one switch
addresses

Source Learning Defaults
Parameter Description Command Default
Static MAC address management status  mac-addr ess-table permanent
Static MAC address operating mode mac-addr ess-table bridging
MAC address aging timer mac-addr ess-table aging-time 300 seconds
MAC source learning status per port sour ce-lear ning enabled
MAC source learning mode sour ce-learning chassis-distributed  synchronized
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Sample MAC Address Table Configuration

The following steps provide a quick tutorial that creates a static MAC address and change the MAC
address aging timer for VLAN 200:

Note. Optional. Creating a static MAC address involves specifying an address that is not already used in
another static entry or already dynamically learned by the switch. To determine if the addressis already
known to the MAC address table, enter show mac-address-table. If the address does not appear in the
show mac-address-table output, then it is available to use for configuring a static MAC address entry.
For example,

-> show mac-address-table
Legend: Mac Address: * = address not valid

Vlan Mac Address Type Protocol Operation Interface
—————— e i it B e R
1 00:00:00:00:00:01 learned 0800 bridging 8/ 1
1 00:d0:95:6a:73:9a learned aaaal003 bridging 10/23

Total number of Valid MAC addresses above = 2

The show mac-address-table command is also useful for monitoring general source learning activity and
verifying dynamic VLAN assignments of addresses received on mobile ports.

1 Create VLAN 200, if it does not already exist, using the following command:

-> vlan 200

2 Assign switch ports 2 through 5 on slot 3 to VLAN 200-if they are not already associated with VLAN
200-using the following command:

-> vlan 200 port default 3/2-5

3 Createastatic MAC address entry using the following command to assign address 002D 95:5BF30E to
port 3/4 associated with VLAN 200 and to specify a permanent management status for the static address:

-> mac-address-table permanent 00:2d:95:5B:F3:0E 3/4 200

4 Change the MAC address aging time to 1200 seconds (the default is 300 seconds) using the following
command:

-> mac-address-table aging-time 1200

Note. Optional. To verify the static MAC address configuration, enter show mac-addr ess-table. For
example:

-> show mac-address-table
Legend: Mac Address: * = address not valid

Vlan Mac Address Type Protocol Operation Interface
—————— e i it B e R
1 00:00:00:00:00:01 learned 0800 bridging 8/1
1 00:d0:95:6a:73:9a learned aaaal003 bridging 10/23

200 00:2d:95:5b:£3:0e delontimeout 0 bridging 3/4

Total number of Valid MAC addresses above = 3
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To verify the new aging time value, enter show mac-addr ess-table aging-time. For example,

-> show mac-address-table aging-time
Mac Address Aging Time (seconds) = 300
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MAC Address Table Overview

Source learning builds and maintains the MAC address table on each switch. New MAC address table
entries are created in one of two ways: they are dynamically learned or statically assigned. Dynamically
learned MAC addresses are those that are obtained by the switch when source learning examines data
packets and records the source address and the port and VLAN it was learned on. Static MAC addresses
are user defined addresses that are statically assigned to aport and VLAN using the mac-address-table
command.

Accessing MAC Address Table entriesis useful for managing traffic flow and troubleshooting network
device connectivity problems. For example, if aworkstation connected to the switch is unable to commu-
nicate with another workstation connected to the same switch, the MAC address table might show that one
of these devices was learned on a port that belonged to a different VLAN or the source MAC address of
one of the devices may not appear at al in the address table.

Using Static MAC Addresses

Static MAC addresses are configured using the mac-addr ess-table command. These addresses direct
network traffic to a specific port and VLAN. They are particularly useful when dealing with silent
network devices. These types of devices do not send packets, so their source MAC addressis never
learned and recorded in the MAC address table. Assigning a MAC address to the silent device port creates
arecord in the MAC address table and ensures that packets destined for the silent device are forwarded out
that port.

When defining a static MAC address for a particular slot/port and VLAN, consider the following:
e Configuring static MAC addresses is only supported on non-mobile ports.

¢ The specified slot/port must already belong to the specified VLAN. Use the vlan port default
command to assign aport to aVVLAN before you configure the static MAC address.

e Only traffic from other ports associated with the same VLAN isdirected to the static MAC address
slot/port.

e Static MAC addresses are per manent addresses. This means that a static MAC address remains in use
even if the MAC ages out or the switch is rebooted.

e There are two types of static MAC address behavior supported: bridging (default) or filtering. Enter
filtering to set up adenial of service to block potential hostile attacks. Traffic sent to or from afiltered
MAC addressis dropped. Enter bridging for regular traffic flow to or from the MAC address. For
more information about Layer 2 filtering, see Chapter 36, “Configuring QoS.”

e |f apacket received on a port associated with the same VLAN contains a source address that matches a
static MAC address, the packet is discarded. The same source address on different ports within the
same VLAN is not supported.

e |f astatic MAC addressis configured on aport link that is down or disabled, an asterisk appears to the
right of the MAC address in the show mac-addr ess-table command display. The asterisk indicates
that thisisan invalid MAC address. When the port link comes up, however, the MAC address is then
considered valid and the asterisk no longer appears next to the address in the display.
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Configuring Static MAC Addresses

To configure a permanent, bridging static MAC address, enter mac-address-table followed by aMAC
address, slot/port, and the VLAN 1D to assign to the MAC address. For example, the following assigns a
MAC address to port 10 on slot 4 associated with VLAN 255:

-> mac-address-table 00:02:DA:00:59:0C 4/10 255

Since permanent and bridging options for astatic MAC are default settings, it is not necessary to enter
them as part of the command.

Use the no form of this command to clear MAC address entries from the table. If the MAC address status
type (permanent or learned) is not specified, then only permanent addresses are removed from the table.
The following example removes a MAC address entry that is assigned on port 2 of slot 3 for VLAN 855
from the MAC address table:

-> no mac-address-table 00:00:02:CE:10:37 3/2 855

If aslot/port and VLAN ID are not specified when removing MAC address table entries, then all MACs
defined with the specified status are removed. For example, the following command removes al learned
MAC addresses from the table, regardless of their slot/port or VLAN assignments:

-> no mac-address-table learned

To verify static MAC address configuration and other table entries, use the show mac-address-table
command. For more information about this command, see the Omni Switch AOS Release 6 CLI Reference
Guide.

Static MAC Addresses on Link Aggregate Ports

Static MAC Addresses are not assigned to physical ports that belong to alink aggregate. Instead, they are
assigned to alink aggregate ID that represents a collection of physical ports. ThisID is specified at the
time the link aggregate of portsis created and when using the mac-address-table command.

To configure a permanent, bridging static MAC address on a link aggregate D, enter mac-addr ess-table
followed by a MAC address, then linkagg followed by the link aggregate ID, and the VLAN ID to assign
to the MAC address. For example, the following assigns a MAC address to link aggregate |D 2 associated
with VLAN 455:

-> mac-address-table 00:95:2A:00:3E:4C linkagg 2 455

For more information about configuring alink aggregate of ports, see Chapter 9, “Configuring Static Link
Aggregation” and Chapter 10, “ Configuring Dynamic Link Aggregation.”
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Using Static Multicast MAC Addresses

Using static multicast MAC addresses allows you to send traffic intended for a single destination multi-
cast MAC address to selected switch ports within agiven VLAN. To specify which ports receive the
multicast traffic, a static multicast address is assigned to each selected port for agiven VLAN. The ports
associated with the multicast address are then identified as egress ports. When traffic received on ports
within the same VLAN is destined for the multicast address, the traffic is forwarded only on the egress
ports that are associated with the multicast address.

When defining a static multicast MAC address for a particular port and VLAN, consider the following:

e A MAC addressis considered amulticast MAC address if the least significant bit of the most signifi-
cant octet of the address is enabled. For example, MAC addresses with a prefix of 01, 03, 05, 13, and
S0 on., are multicast MAC addresses.

e |f amulticast prefix value is not present, then the address is treated as aregular MAC address and not
allowed when using the mac-addr ess-table static-multicast command.

e Multicast addresses within the following ranges are not supported:

01:00:5E:00:00:00 to 01:00:5E: 7F:FF.FF
01:80:C2: X X . XX.XX
33:33 XXX XXX XX

e Configuring static multicast addresses is only supported on non-mobile ports.

¢ |n addition to configuring the same static multicast address for multiple ports within agiven VLAN, it
is also possible to use the same multicast address across multiple VLANS.

¢ The specified port or link aggregate ID must aready belong to the specified VLAN. Use the
vlan port default command to assign a port or link aggregate to aVLAN before you configure the
static multicast address.

Configuring Static Multicast MAC Addresses

The mac-address-table static-multicast command is used to define a destination multicast MAC address
and assign the address to one or more egress ports within a specified VLAN. For example, the following
command assigns the multicast address 01:25:9a:5c¢:2f:10 to port /24 in VLAN 20:

-> mac-address-table static-multicast 01:25:9a:5c:2f:10 1/24 20

To assign a multicast address to more than one port, enter arange of ports and/or multiple port entries on
the same command line separated by a space. For example, the following command assigns the multicast
address 01:25:9a:5¢:2f:10 to port 1/24 and ports 2/1 through 2/6 in VLAN 20:

-> mac-address-table static-multicast 01:25:9a:5c¢:2f:10 1/24 2/1-6 20

Use the no form of the mac-addr ess-table static-multicast command to delete static multicast MAC
address entries. For example, the following command del etes a static multicast address that is assigned to
port 2 on slot 3 for VLAN 855:

-> no mac-address-table static-multicast 01:00:02:CE:10:37 3/2 855
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If aaMAC address, slot/port and VLAN ID are not specified with this form of the command, then all
static multicast addresses are deleted. For example, the following command deletes all static MAC
addresses, regardless of their slot/port or VLAN assignments:

-> no mac-address-table static-multicast

To verify the static MAC address configuration and other table entries, use the show mac-address-table
and show mac-addr ess-table static-multicast commands. For more information about these commands,
see the Omni Switch AOS Release 6 CLI Reference Guide.

Static Multicast MAC Addresses on Link Aggregate Ports

Static multicast MAC addresses are not assigned to physical ports that belong to alink aggregate. Instead,
they are assigned to alink aggregate ID that represents a collection of physical ports. ThisID is specified
at the time the link aggregate of portsis created and when using the mac-address-table static-multicast
command.

To configure a static multicast MAC address on alink aggregate I D, use the mac-addr ess-table static-
multicast command with the linkagg keyword to specify the link aggregate ID. For example, the
following command assigns a static multicast MAC address to link aggregate |D 2 associated with VLAN
455:

-> mac-address-table static-multicast 01:95:2A:00:3E:4C linkagg 2 455

For more information about configuring a link aggregate of ports, see Chapter 9, “Configuring Static Link
Aggregation” and Chapter 10, “ Configuring Dynamic Link Aggregation.”

ASCII-File-Only Syntax

When a static multicast MAC address is configured and saved (typically through the snapshot or write
memory commands), the mac-addr ess-table static-multicast command captured in the ASCI| text file or
boot.cfg file includes an additional group parameter. This parameter indicates the number of the
multicast group that the switch has assigned to the multicast MAC address for the given VLAN
association. For example:

-> mac-address-table static-multicast 01:25:9a:5c:2f:10 1/24 2/1-6 20 group 1

In this example, the multicast MAC address, 01:25:9a:5c:2f:10, iSassociated with ports 1/24 and 2/1
through 2/6 in VLAN 20. The additional group parameter value shown in the example indicates that the
switch assigns the multicast-VLAN association created with the mac-addr ess-table static-multicast to
multicast group one.

Note that if the port assigned to a multicast MAC address is down or administratively disabled when the
configuration snapshot or write memory command is used, the multicast MAC address is not saved to
the resulting ASCII file or boot.cfg file.

Each multicast MAC address association with aVLAN istreated as a unique instance and is assigned a
multicast group number specific to that instance. Thisis aso the case when the same multicast addressis
associated with more than one VLAN; each VLAN association is assigned a multicast group number even
though the MAC address is the same for each instance.
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Configuring MAC Address Table Aging Time

Source learning also tracks MAC address age and removes addresses from the MA C address table that
have aged beyond the aging timer value. When a device stops sending packets, source learning keeps track
of how much time has passed since the last packet was received on the device switch port. When this
amount of time exceeds the aging time value, the MAC is aged out of the MAC address table. Source
learning always starts tracking MA C address age from the time since the last packet was received.

By default, the aging time is set to 300 seconds (5 minutes) and is configured on aglobal basis using the
mac-addr ess-table aging-time command. For example, the following sets the aging time for all VLANs
to 1200 seconds (20 minutes):

-> mac-address-table aging-time 1200

A MAC address learned on any VLAN port ages out if the time since a packet with that address was last
seen on the port exceeds 1200 seconds.

Note. Aninactive MAC address may take up to twice as long as the aging time val ue specified to age out
of the MAC address table. For example, if an aging time of 60 seconds is specified, the MAC ages out any
time between 60 and 120 seconds of inactivity.

When using the mac-addr ess-table aging-time command in a switch configuration file (for example,
boot.cfg), include an instance of this command specifying the VLAN ID for each VLAN configured on
the switch. Thisis necessary even though all VLANSs have the same aging time value.

To set the aging time back to the default value, use the no form of the mac-addr ess-table aging-time
command. For example, the following sets the aging time for all VLANSs back to the default of 300
seconds:

-> no mac-address-table aging-time

Note. The MAC address table aging timeis also used as the timeout value for the Address Resolution
Protocol (ARP) table. This timeout value determines how long the switch retains dynamically learned
ARP table entries. See Chapter 21, “Configuring IP,” for more information.

To display the aging time value for one or all VLANS, use the show mac-address-table aging-time
command. For more information about this command, see the Omni Switch AOS Release 6 CLI Reference
Guide.
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Configuring the Source Learning Status

The source learning status for a port or link aggregate of portsis configurable using the sour ce-lear ning
command. By default, source learning is enabled on a port or link aggregate. To disable the status, use the
sour ce-lear ning command with the disable option. For example:

-> gource-learning port 1/10 disable
-> source-learning port 1/15-20 disable
-> source-learning linkagg 10 disable

To enable the source learning status for a port or link aggregate, use the sour ce-lear ning command with
the enable option. For example:

-> gource-learning port 1/10 enable
-> gsource-learning port 1/15-20 enable
-> source-learning linkagg 10 enable

Disabling source learning on a port or link aggregate is useful on aring configuration, where a switch
within the ring does not need to learn the MAC addresses that the same switch is forwarding to another
switch within thering,. This functionality is aso useful in Transparent LAN Service configurations, where
the service provider device does not need to learn the MAC addresses of the customer network.

Configuring the source learning status is not allowed on the following types of switch ports:

e Mobile ports, including 802.1X ports (802.1X is enabled on mobile ports only).
¢ Ports enabled with Learned Port Security (LPS).
e Member ports of alink aggregate.

Consider the following guidelines when changing the source learning status for a port or link aggregate:

e Disabling source learning on alink aggregate disables MAC address learning on all member ports of
the link aggregate.

e MAC addresses dynamically learned on a port or aggregate are cleared when source learning is
disabled.

e Statically configured MAC addresses are not cleared when source learning is disabled for the port or
aggregate. In addition, configuring a new static MAC address is allowed even when source learning is
disabled.
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Increasing the MAC Address Table Size

There are now two source learning modes available for the Omni Switch 9000E switches: synchronized
and distributed. By default the switch runsin the synchronized mode, which allows atotal MAC address
tables size of 16K per chassis. Enabling the distributed mode for the switch increases the table size to 16K
per module and up to 64K OmniSwitch 9000E chassis.

To enable the distributed MAC source learning mode for the chassis, use the sour ce-lear ning chassis-
distributed command. Enabling this mode increases the size of the MAC address table to allow alarger
number of learned MA C addresses per chassis. When distributed MAC source learning mode is disabled,
the switch operates in the synchronized MAC source learning mode (the default).

Enabling or disabling the distributed MAC source learning mode requires the following three steps:

1 Enter source-learning chassis-distributed enable or sour ce-lear ning chassis-distributed disable at
the command line prompt.

2 Enter the write memory command to save the switch configuration.

3 Reboot the switch.

Note. All three of the above configuration steps are required to enable or disable the distributed MAC
mode. If any of the above steps are skipped, the status of the mode is not changed.

The following limitations apply when the switch is operating in the distributed MAC source learning
mode:

e MAC addresses learned on link aggregates are still synchronized across all Nls.

¢ Link aggregates have to span the same ASIC. Thisusually means the same NI, with the exception of
the U6-XNI where the first three ports are on one ASIC while the other three ports are on a separate
ASIC.

Note that increasing the maximum number of learned MAC addresses allowed is not supported on
Omni Switch 6855 switches.
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Displaying Source Learning Information

To display MAC Address Table entries, statistics, and aging time values, use the show commands listed
bel ow:

show mac-address-table Displaysalist of all MAC addresses known to the MAC address
table, including static MAC addresses.

show mac-address-table static- Displaysalist of all static multicast MAC addresses known to the

multicast MAC address table. Note that only static multicast addresses
assigned to ports that are up and enabled are displayed with this
command.

show mac-addr ess-table count Displays a count of the different types of MAC addresses (learned,

permanent, reset, and timeout). Also includes atotal count of all
addresses known to the MA C address table.

show mac-addr ess-table aging-time Displays the current MAC address aging timer value by switch or

VLAN.
show sour ce-lear ning chassis- Displays the current status of the distributed MAC source learning
distributed mode.

For more information about the resulting displays from these commands, see the Omni Switch AOS Release
6 CLI Reference Guide. An example of the output for the show mac-addr ess-table and show mac-
address-table aging-time commands is also given in “ Sample MAC Address Table Configuration” on

page 3-3.
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4 Configuring VLANSs

In aflat bridged network, a broadcast domain is confined to asingle LAN segment or even a specific
physical location, such as a department or building floor. In a switch-based network, such as one
comprised of Alcatel-Lucent switching systems, a broadcast domain—or VLAN— can span multiple
physical switches and can include ports from a variety of mediatypes. For example, asingle VLAN could
span three different switches located in different buildings and include 10/100 Ethernet, Gigabit Ethernet,
802.1q tagged ports and/or alink aggregate of ports.

In This Chapter

This chapter describes how to define and manage VLAN configurations through the Command Line
Interface (CLI). CLI commands are used in the configuration examples; for more details about the syntax
of commands, see the OmniSwitch AOS Release 6 CLI Reference Guide.

Configuration procedures described in this chapter include:

e “Creating/Modifying VLANS’ on page 4-5.

e “Defining VLAN Port Assignments” on page 4-7.

e “Enabling/Disabling VLAN Mobile Tag Classification” on page 4-9.
e “Enabling/Disabling Spanning Tree for aVLAN” on page 4-10.

e “Enabling/Disabling VLAN Authentication” on page 4-11.

e “Configuring VLAN Router Interfaces’ on page 4-11.

e “Bridging VLANs Across Multiple Switches’ on page 4-13.

e “Verifying the VLAN Configuration” on page 4-14.

For information about statically and dynamically assigning switch portsto VLANS, see Chapter 5,
“Assigning Portsto VLANS.”

For information about defining VLAN rules that allow dynamic assignment of mobile portsto aVLAN,
see Chapter 45, “Defining VLAN Rules.”

For information about Spanning Tree, see Chapter 8, “ Configuring Spanning Tree Parameters.”
For information about routing, see Chapter 21, “Configuring IP.”

For information about Layer 2 VLAN authentication, see Chapter 44, “ Configuring Authenticated
VLANS."
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Configuring VLANs

VLAN Specifications

Note that the maximum limit values provided in the following Specifications table are subject to available

sSystem resources:

RFCs Supported 2674 - Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering and Virtual
LAN Extensions

|EEE Standards Supported 802.1Q - Virtual Bridged Local Area Networks
802.1D - Media Access Control Bridges

Platforms Supported Omni Switch 6855, 6850E, 9000E

Maximum VLANS per switch

4094

Maximum VLAN port associations (VPA) 32768

per switch
Maximum IP router interfaces per switch 4094
Maximum IP router interfaces per VLAN 8

Maximum Spanning Tree VLANS per switch 252

Maximum authenticated VLANS per switch 128

MAC Router Mode Supported

Single

CLI Command Prefix Recognition

All VLAN management commands support prefix

recognition. See the “Using the CLI” chapter in the
OmniSwitch AOS Release 6 Switch Management
Guide for more information.

VLAN Defaults

Parameter Description Command Default

VLAN identifier (VLAN ID) vlan VLAN 1 predefined on each
switch.

VLAN administrative state vlan Enabled

VLAN description vlan name VLAN identifier (VLAN ID)

VLAN Spanning Tree state vlan stp Enabled (Disabled if VLAN
count exceeds 254)

VLAN mobile tag status vlan mobile-tag Disabled

VLAN IP router interface ip interface VLAN 1 router interface.

VLAN authentication status vlan authentication Disabled

VLAN port associations

vlan port default

All portsinitially associated
with default VLAN 1.
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Sample VLAN Configuration

The following steps provide a quick tutorial that will create VLAN 255. Also included are steps to define
aVLAN description, IP router interface, and static switch port assignments.

Note. Optional. Creating anew VLAN involves specifying aVLAN ID that is not already assigned to an
existing VLAN. To determineif aVLAN already exists in the switch configuration, enter show vlan. If
VLAN 255 does not appear in the show vlan output, then it does not exist on the switch. For example:

-> show vlan
Vlan type: std => Standard Vlan
Vlan type: rtr => Router Vlan, reserved for rtr-port IP Interface

stree mble src
vlan type admin oper 1x1 flat auth ip ipx tag lrn name
————— B e S e e T B et e e T S
1 std on on on on off off NA off on VLAN 1
100 vstk on off off on off off NA off off VLAN 100
50 rtr on on on off on off on Router VLAN:50

1 Create VLAN 255 with adescription (e.g., Finance IP Network) using the following command:

-> vlan 255 name “Finance IP Network”

2 Define an IP router interface using the following command to assign an IP host address of 21.0.0.10 to
VLAN 255 that will enable routing of VLAN traffic to other subnets:

-> ip interface vlan-255 address 21.0.0.10 vlan 255
3 Assign switch ports 2 through 4 on slot 3 to VLAN 255 using the following command:

-> vlan 255 port default 3/2-4

Note. Optional. To verify the VLAN 255 configuration, use the show vlan command. For example:

-> show vlan 255

Name : Finance IP Network,

Administrative State: enabled,

Operational State : disabled,

1x1 Spanning Tree State : enabled,

Flat Spanning Tree State : enabled,

Authentication : disabled,

IP Router Port : 21.0.0.10 255.0.0.0 forward e2,
IPX Router Port : none

Mobile Tag : off

To verify that ports 3/2-4 were assigned to VLAN 255, use the show vlan port command. For example:

-> show vlan 255 port

port type status
________ I
3/2 default inactive
3/3 default inactive
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VLAN Management Overview

One of the main benefits of using VLANSs to segment network traffic, isthat VLAN configuration and port
assignment is handled through switch software. This eliminates the need to physically change a network
device connection or location when adding or removing devices from the VLAN broadcast domain. The
VLAN management software handles the following VLAN configuration tasks performed on an
Alcatel-Lucent switch:

Creating or modifying VLANS.

Assigning or changing default VLAN port associations (VPAS).

Enabling or disabling VLAN participation in the current Spanning Tree algorithm.
Enabling or disabling classification of mobile port traffic by 802.1Q tagged VLAN ID.
Enabling or disabling VLAN authentication.

Enabling or disabling uniqgue MAC address assignments for each router VLAN defined.
Displaying VLAN configuration information.

In addition to the above tasks, VLAN management software tracks and reports the following information
to other switch software applications:

VLAN configuration changes, such as adding or deleting VLANSs, modifying the status of VLAN prop-
erties (e.g., administrative, Spanning Tree, and authentication status), changing the VLAN description,
or configuring VLAN router interfaces.

VLAN port associations triggered by VLAN management and other switch software applications, such
as 802.1Q VLAN tagging and dynamic mobile port assignment.

The VLAN operational state, which isinactive until at least one active switch port is associated with
the VLAN.

page 4-4 OmniSwitch AOS Release 6 Network Configuration Guide ~ November 2013



Configuring VLANs Creating/Modifying VLANs

Creating/Modifying VLANSs

Theinitial configuration for all Alcatel-Lucent switches consists of adefault VLAN 1 and all switch ports
areinitially assigned to this VLAN. When a switching module is added to the switch, the modul€e’ s physi-
cal portsare also assigned to VLAN 1. If additional VLANSs are not configured on the switch, then the

entire switch is treated as one large broadcast domain. All ports will receive al traffic from all other ports.

Up to 4094 VLANS are supported per switch, including default VLAN 1. In compliance with the IEEE
802.1Q standard, each VLAN isidentified by a unique number, referred to as the VLAN ID. The user
specifiesa VLAN ID to create, modify or remove aVLAN and to assign switch portsto a VLAN. When a
packet is received on aport, the port's VLAN ID isinserted into the packet. The packet is then bridged to
other ports that are assigned to the same VLAN ID. In essence, the VLAN broadcast domain is defined by
acollection of ports and packets assigned to its VLAN ID.

The operational status of a VLAN remains inactive until at least one active switch port is assigned to the
VLAN. Thismeansthat VLAN properties, such as Spanning Tree or router interfaces, also remain inac-
tive. Ports are considered active if they are connected to an active network device. Non-active port assign-
ments are allowed, but do not change the VLAN's operational state.

Ports are either statically or dynamically assigned to VLANs. When aport isassigned to aVLAN, a
VLAN port association (VPA) is created and tracked by VLAN management switch software. For more
information about VPAS, see “Defining VLAN Port Assignments” on page 4-7 and Chapter 5, “ Assigning
Portsto VLANS.”

Adding/Removing a VLAN

To add aVLAN to the switch configuration, enter vlan followed by aunique VLAN ID number between
2 and 4094, an optional administrative status, and an optional description. For example, the following
command creates VLAN 755 with a description:

-> vlan 755 enable name “IP Finance Network”

By default, administrative status and Spanning Tree are enabled when the VLAN is created and the VLAN
ID isused for the description if one isnot specified. Note that quotation marks are required if the descrip-

tion contains multiple words separated by spaces. If the description consists of only one word or multiple

words separated by another character, such as a hyphen, then quotes are not required.

Y ou can also specify arange of VLAN IDs with the vlan command. Use a hyphen to indicate a contigu-
ous range and a space to separate multiple VLAN ID entries. For example, the following command creates
VLANSs 10 through 15, 100 through 105, and VLAN 200 on the switch:

-> vlan 10-15 100-105 200 name “Marketing Network”

To remove aVLAN from the switch configuration, use the no form of the vlan command.

-> no vlan 755
-> no vlan 100-105
-> no vlan 10-15 200

When aVLAN is deleted, any router interfaces defined for the VLAN are removed and al VLAN port
associations are dropped. For more information about VLAN router interfaces, see “ Configuring VLAN
Router Interfaces’ on page 4-11.

Note that up to 253 Spanning Tree instances per switch are supported in the 1x1 Spanning Tree mode.
Since each VLAN with Spanning Tree enabled uses one of these instances, only 253 VLANS can have an
active Spanning Tree instance at any given time.
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To create more than 253 VLANSs on a switch running in the 1x1 Spanning Tree mode, use the vlan stp
disable, vlan 1x1 stp disable, or vlan flat stp disable command to create aVLAN with Spanning Tree
disabled. See “Enabling/Disabling Spanning Tree for aVLAN” on page 4-10 for more information.

To view alist of VLANs aready configured on the switch, use the show vlan command. See “Verifying
the VLAN Configuration” on page 4-14 for more information.

Enabling/Disabling the VLAN Administrative Status

To enable or disable the administrative status for an existing VLAN, enter vian followed by an existing
VLAN ID and either enable or disable.

-> vlan 755 disable
-> vlan 255 enable

When the administrative status for aVLAN is disabled, VLAN port assignments are retained but trafficis
not forwarded on these ports. If any rules were defined for the VLAN, they are also retained and continue
to classify mobile port traffic. See Chapter 45, “Defining VLAN Rules,” for more information.

Modifying the VLAN Description

To change the description for aVLAN, enter vlan followed by an existing VLAN ID and the keyword
name followed by the new description (up to 32 characters). For example, the following command
changes the description for VLAN 455 to “Marketing |P Network”:

-> vlan 455 name “Marketing IP Network”

Note that quotation marks are required if the description consists of multiple words separated by spaces. If
the description consists of only one word or words are separated by another character, such as a hyphen,
then quotes are not required. For example,

-> vlan 455 name Marketing-IP-Network
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Defining VLAN Port Assignments

Alcatel-Lucent switches support static and dynamic assignment of physical switch portsto aVLAN.
Regardless of how a port is assigned to aVLAN, once the assignment occurs, aVLAN port association
(VPA) iscreated and tracked by VLAN management software on each switch. To view current VLAN
port assignments in the switch configuration, use the show vlan port command.

Methods for statically assigning ports to VLANSs include the following:

e Using thevlan port default command to define a new configured default VL AN for both non-mobile
(fixed) and mobile ports. (See “ Changing the Default VLAN Assignment for a Port” on page 4-7.)

e Using the vlan 802.1q command to define tagged VLANS for non-mobile ports. This method allows
the switch to bridge traffic for multiple VLANS over one physical port connection. (See Chapter 6,
“Configuring 802.1Q.")

e Configuring ports as members of alink aggregate that is assigned to a configured default VLAN. (See
Chapter 9, “Configuring Static Link Aggregation,” and Chapter 10, “Configuring Dynamic Link
Aggregation,” for more information.)

Dynamic assignment applies only to mobile ports. When traffic is received on a mobile port, the packets
are classified using one of the following methods to automatically determine VLAN assignment (see
Chapter 5, “Assigning Portsto VLANS,” for more information):

e Packet istagged with aVLAN ID that matchesthe ID of another VLAN that has mobile tagging
enabled. (See “Enabling/Disabling VLAN Mobile Tag Classification” on page 4-9.)

e Packet contents matches criteria defined in aVLAN rule. (See “Configuring VLAN Rule Classifica-
tion” on page 4-8 and Chapter 45, “Defining VLAN Rules.”)

Changing the Default VLAN Assignment for a Port

To assign a switch port to a new default VLAN, enter vian followed by an existing VLAN ID number,
port default, then the slot/port designation. For example, the following command assigns port 5 on slot 2
to VLAN 955:

-> vlan 955 port default 2/5

All portsinitially belong to default VLAN 1. When the vlan port default command is used, the port’s
default VLAN assignment is changed to the specified VLAN. In the above example, VLAN 955 is now
the default VLAN for port 5 on slot 2 and this port is no longer associated with VLAN 1.

The vlan port default command is also used to change the default VLAN assignment for an aggregate of
ports. The link aggregate control number is specified instead of aslot and port. For example, the follow-
ing command assigns link aggregate 10 to VLAN 755:

-> vlan 755 port default 10

Note. The standard VLAN configuration (both untagged and 802.1q tagged association) can how be
configured on an NNI interface binded with a service VLAN.

For more information about configuring an aggregate of ports, see Chapter 9, “Configuring Static Link
Aggregation,” and Chapter 10, “Configuring Dynamic Link Aggregation.”
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Use the no form of the vlan port default command to remove adefault VPA. When thisisdone, VLAN 1
isrestored as the port’s default VLAN.

-> vlan 955 no port default 2/5

Note. When the default VLAN isremoved on a NNI interface, the default VLAN for thisinterfaceis
changed back to 4095.

Configuring Dynamic VLAN Port Assignment
Configuring the switch to allow dynamic VLAN port assignment requires the following steps:

1 Usethevlan port mobile command to enable mobility on switch ports that will participate in dynamic
VLAN assignment. See Chapter 5, “Assigning Portsto VLANS,”for detailed procedures.

2 Enable/disable mobile port properties that determine mobile port behavior. See Chapter 5, “Assigning
Portsto VLANS,” for detailed procedures.

3 Create VLANSsthat will receive and forward mobile port traffic. See “ Adding/Removing aVLAN” on
page 4-5 for more information.

4 Configure the method of traffic classification (VLAN rules or tagged VLAN ID) that will trigger
dynamic assignment of mobile portsto the VLANS created in Step 3. See “Configuring VLAN Rule Clas-
sification” on page 4-8 and “ Enabling/Disabling VLAN Mobile Tag Classification” on page 4-9.

Once the above configuration steps are completed, dynamic VLAN assignment occurs when a device
connected to a mobile port starts to send traffic. Thistraffic is examined by switch software to determine
which VLAN should carry the traffic based on the type of classification, if any, defined for a particular
VLAN.

Note that VLAN mobile tag classification takes precedence over VLAN rule classification. If amobile

port receives traffic that matchesaVLAN rule and also has an 802.1Q VLAN ID tag for aVLAN with

mobile tagging enabled, the port is dynamically assigned to the mobile tag VLAN and not the matching
rule VLAN.

See Chapter 5, “Assigning Portsto VLANS,” and Chapter 45, “Defining VLAN Rules,” for more informa-
tion and examples of dynamic VLAN port assignment.

Configuring VLAN Rule Classification

VLAN rule classification triggers dynamic VLAN port assignment when traffic received on a mobile port
matches the criteria defined in aVLAN rule. Different rule types are available for classifying different
types of network device traffic. It is possible to define multiple rules for one VLAN and rules for multiple
VLANS.

The following table provides alist of commands used to define the various types of VLAN rules. For more
detailed information about rule criteria and classification, see Chapter 45, “Defining VLAN Rules.”

Rule Types Command

DHCP vlan dhcp mac
vlan dhcp mac range
vlan dhcp port
vlan dhcp generic
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